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IEE - Intelligent Energy - Europe Programme: SmartRegions - Promoting Best Practices of
Innovative Smart Metering Services to European Regions
MicroDERLab is a research Group focusing on electrical engineering and power engineering topics.
SmartRegions - Promoting Best Practices of Innovative Smart Metering Services to European Regions, focuses on innovative smart metering
services, such as informative billing and feedback, variable tariffs and load control services, that are the most potential to bring energy savings and
peak load reduction.
Smart metering stands out as a truly transformative new technology to improve energy metering and
billing systems and to enable better awareness for energy end-users.
Cost-benefit analysis (CBA) is an analytical tool that can be used to assess the benefits and costs
of regulatory proposals. Costs and benefits are examined from the perspective of the community as a
whole to help identify the proposal with the highest net benefit. Where regulation is designed to
reduce the risk of physical or economic harm, a CBA should include a risk analysis detailing how the
regulation will change the likelihood, frequency or consequences of an adverse event occurring.
European Smart Metering Landscape Report 2012 --- Graphical Overview
Market Drivers
No legal requirements for a full rollout
–>Sometimes only for certain categories of customers
(e.g. Germany).
Some DSOs or legally responsible metering companies
go ahead with installing electronic meters.
Laggards
Smart metering is not yet an important issue
Waverers
Some interest in smart metering from regulators, the
utilities or the ministries. Corresponding initiatives have
either just started, are still in progress or have not yet
resulted in a regulatory push towards smart metering
implementation

Responsibility of project partners for monitoring the
smart metering landscape
Finland, Estonia, Latvia and UK
CFEA
Germany, Czech Republic and France
EnCT
Norway, Sweden and Denmark
SINTEF
Austria, Hungary and Slovenia
AEA
Netherlands, Belgium, Luxemburg and Ireland
NLA
ISPE / UPB Bulgaria, Greece, Romania and Cyprus
Poland, Lithuania and Slovakia
KAPE
Spain, Italy, Portugal and Malta
ESCAN
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BENEFIT

Dynamic Movers
Already fixed rollout timetables or at least clear path
towards a full rollout of smart metering.
Significant progress in implementation.

Ambigious Movers
A legal and/or regulatory framework has been
established to some extent and the issue is high on the
agenda.
Distribution System Operators (DSOs) have decided to
begin with the installation of smart meters.

---- Guide for building owners and managers ---• How can I use less energy?
• How can I reduce building operating costs?
• Where am I wasting energy?

Smart metering - the key to better energy management
Why smart metering?
Smart metering and related reporting systems can give a total picture of a building’s energy use, as well as detailed analysis and comparisons
on where and when energy is consumed and where the potential savings are to be found - enabling one to effectively manage the building’s
energy consumption.
Smart metering is one of the most cost-efficient ways to save energy. This is especially true for public and commercial buildings, in which better
energy management can lead to substantial energy savings (up to 15 %).
How to reach better energy management?
Smart meters can provide several different possibilities for better energy management. Energy reporting and feedback
Information and feedback on building, space and appliance consumption can include:
• Detailed consumption views from real time to hours and several year trends
• Comparisons to other users and one’s own historical use
• Day/night consumption (e.g. to perceive "Sunday” loads)
• Max, min and average consumptions over selected periods
• Setting energy efficiency goals and tracking them
• Automatic alarms on consumption deviations (e.g. malfunctions, water leaks)
New tariff structures
With smart meters and new voluntary pricing structures, one can tailor optimal tariffs to save on electricity bills. Smart meters can help to cut
consumption when the electricity price is high and move consumption to lower priced times. This will lower building energy costs, optimise both
electricity production and network operations, and also benefit the environment through less peak time consumption and production.
Optimising building system operation
To reap the largest possible benefits, a smart metering system can be combined with an intelligent building automation system to automatically
optimise building energy use. This may include optimising the HVAC (Heat, Ventilation and Air Conditioning) operations for different situations
and energy tariffs, as well as direct load controls which can be implemented automatically through the building automation, energy utility or
energy service provider. These intelligent systems can bring significant savings, while at the same time being inconspicuous to the building’s
tenants.

SmartRegions is supported by the European Commission under the Intelligent Energy - Europe Programme. The sole responsibility for the content of the website lies with the authors. It does not necessarily reflect the opinion of the European Union.
Neither the EACI nor the European Commission are responsible for any use that may be made of the information contained therein.

Interaction Between Environmental and Technological Systems:
Toward a Unifying Approach for Risk Prediction
Abstract
Natural hazards are at the origin of crisis scenarios affecting many critical infrastructures such as Power grids, Telco systems, Water distribution systems. Earthquakes, extreme weather events inducing flooding, landslides
and other geophysical events might produce damages to components of given infrastructures whose impact on services could be amplified by cascading effects driven by system's interdependencies.
The current approach introduces modeling and simulation techniques of environmental systems dynamics in a Decision Support Systems (DSS) called MIMESIS [2,4] aiming at forecasting crisis scenarios affecting services
provided by critical infrastructures and consequently citizens.
The novel approach lies in the fact that natural hazards prediction and infrastructures impact evaluation are combined together to be the kernel of a Decision Support System enabling disaster responders to manage the
emergency tasks, to perform stress tests but also to provide a real-time monitoring of the vulnerability of infrastructures within the area of interest.

MIMESIS methodology

MIMESIS Use cases
What-if analysis mode: historical (e.g. expected frequencies of seismic events)

Natural Hazard Expected
Damage Scenario

Accidents/Attacks

and geophysical data feed forecast models (e.g. weather, flooding) to produce damage scenarios where the user can also decide to emulate specific failures on equipment.

Real-time monitoring mode: based on real-time monitoring networks (e.g.
seismic and meteorological radar-based networks) forecast models are used to produce damage scenarios based on real-time hazardous events.

Expected Damage Scenarios

Expected Damage Scenario

Expected damage scenarios involving equipment of the critical infrastructures can
be performed applying Geographical Information System (GIS) functions and based
on:


Territorial and environmental risk maps, related to natural hazards



Infrastructures vulnerability maps;



Real-time monitoring networks (e.g. seismic and meteorological radar-based
networks).

Impact Evaluation
Impact evaluation refers to the possibility of estimating the impact of natural hazard

DSS/Scenario Consequence Evaluation

as well as of terroristic attacks or accidental faults against infrastructures of particular criticality. The block executes an interdependency infrastructure model (e.g.
I2Sim [8]) in order to measure the propagation of faults that can lead to degradation
of services provided to citizens.
This

process

can

be

improved

by

simulation

models

of

critical

infrastructures that guarantee feasible configurations of the considered networks to
the disaster responders [1,3].
Moreover, the system will evaluate the potential impacts on population and environment, in consequence of the above mentioned events.

MIMESIS current implementation
t=0

First results and Future Developments
The functioning of critical infrastructures during and after an emergency is key to the population in and around the affected areas, the economy, the ecology, and the functioning of a government. The assessment of possible effects of concurrent disruptions and cascading
failure involving critical infrastructures through What-if analysis and Real-time monitoring is of increasing importance in emergency analysis and management. This comprises prevention, preparation, response, and recovery/restoration phases of emergency management. To
this end we propose the MIMESIS Decision Support System that is developed within Italian and EU funded projects (e.g. [5]) and will integrate: 1) modeling and simulation techniques of environmental systems dynamics, 2) simulation models and 3) an interdependency
simulator.
MIMESIS will leverage upon real-time and statistical data, current CI status, meteorological data and more. Currently, MIMESIS comprises a GIS module that analyzes the potential hazards resulting from a certain magnitude earthquake. Maps of PGA, I MCS, Iv and building characteristics reported in the Census data represent the basic parameters to detect the areas the could probably face serious problems [6,7]. The output of the GIS module represents the Expected Damage Scenario that feeds the DSS/Scenario Consequence Evaluation module.
Such a module, using critical infrastructures data models and an interdependency simulator, computes the impacts of faults resulting from the damage scenario.
The DSS/Scenario Consequence Evaluation module is based on an existing simulation platform developed by ENEA called WebSimP (Web-service based Simulation Platform) [1,3] that comprises the interdepency simulator I2Sim, a Power Grid simulator and a Telco/SCADA network simulator. The MIMESIS architecture is open and additional data both in the GIS and DSS/Scenario Consequence Evaluation module can be added.
Future works involve the extension of the GIS module to integrate weather forecast data in order to take into account threats coming from flooding and landslide events. Regarding the DSS module, a railway network and a water distribution pipeline simulator will be integrated
into the WebSimP platform.
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Detection and classification of Power Quality
disturbances using wavelet transform
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1. INTRODUCTION

3. IMPROVEMENT OF THE CLASSIFICATION

• Development of an automated algorithm for
power quality (PQ) analysis
• Use of wavelet transform
• Use of machine learning algorithm
• Analysis and improvements of the
• feature extraction process
• classification algorithm
• High overall accuracy
2. USE OF WAVELET TRANSFORM

• Decomposition of the signal into l levels
• The energy of the obtained signals is computed

•Classification of seven types of PQ signals
•
•
•
•
•
•
•

C1 – normal
C2 – swell
C3 – sag
C4 – harmonic
C5 – outage
C6 – sag with harmonic
C7 – swell with harmonic

•Design of classification tree
• At the root node – separation of the classes which
are easiest to distinguish
• At the leaf nodes – separation of the classes which
are hardest to distinguish
• Use of linear SVM – classifier for every node

• Importance of the choice of the wavelet

4. IMPROVEMENT OF THE FEATURE EXTRACTION
• Extension of the feature vector
• Three new coefficients – the number of samples with absolute
amplitude in the interval

b3
b2
b1

•

b1 - (0, 0.15)

•

b2 - [0.15, 0.85]

•

b3 - > 0.85

b2
b3

• Improved classification of the sags, swells and outages

5. RESULTS AND CONCLUSIONS
• The obtained results show successful detection and

classification of the PQ disturbances under controlled
condition
•

Superior to other similar algorithms (Table I)

• The improvement of the feature vector increases the

overall accuracy of the algorithm
• Table II – results without the improvement
• Table III – results with the improvement
C1
C1 200

TABLE II
C2 C3 C4 C5

C6

C7

C1

0

0

0

0

0

0

C1 200

TABLE III
C2 C3 C4 C5

C6

C7

0

0

0

0

0

0

C2

0

200

0

0

0

0

0

C2

0

200

0

0

0

0

0

C3

0

0

162

0

38

0

0

C3

0

0

198

0

1

1

0

C4

0

0

0

200

0

0

0

C4

0

0

0

200

0

0

0

C5

0

0

41

0

158

1

0

C5

0

0

0

0

200

0

0

C6

0

0

2

0

1

197

0

C6

0

0

1

0

0

199

0

C7

0

1

0

0

0

0

199

C7

0

1

0

0

0

0

199

TABLE I

accuracy
C1
C2
C3
C4
C5
C6
C7
overall

Tab III
100
100
99
100
100
99.5
99.5
99.71

Tab II
100
100
81
100
79
98.5
99.5
94

[1]
100
97
76.5
100
90
71.5
98
90.4

[2]
100
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100
94.93

[3]
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100
100
95.71
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APPLICATION OF MATLAB - SIMULINK FOR INTERDEPENDENCIES MODELLING
AND SIMULATION IN CRITICAL INFRASTRUCTURES
A.Zabasta a, E.Casaliccio, b N.Kunicina a
a

Riga Technical University, Faculty of Power and Electrical Engineering, Institute of Industrial Electronics and Electrical Engineering,
b
University degli Studi di Roma, Department of Civil Engineering and Computer Science,

Abstract
In the last years some attempts have been provided to characterize, qualify and quantify interdependencies among critical infrastructures.
Infrastructure inter-dependencies increase vulnerability, as they give rise to multiple error propagation channels from one infrastructure
to another. Such phenomena provide impact on environment, and sustainability. In this job the authors identified most suitable set of
metrics for the quantification of the interdependencies between Power, ICT and Water distributed network infrastructures, which are
based on the approaches and models investigated on the current best practices for the analysis of critical infrastructures. In this
publication innovative analysis of the interdependencies between Power, ICT and Water distributed network is provided for the case of
one Latvian city using MatLab – Simulink tools. Such approaches for the analysis of critical interdependencies could be useful for
practical adoption of methods and metrics for a broad number of Critical Infrastructures operators and stakeholders.

Power, ICT and Water Nodes Interdependencies Modelling and Simulation
Scenario description

Interdependency classification:

ü

Physical: two infrastructures are physically inter‐dependent
if the status of one is dependent on the material output (i.e.
physical) of the other;

Latvian town Ventspils with 16
500 inhabitants and a single water
distribution network (WDN);

ü

Cyber: an infrastructure has a cyber‐interdependence if its
status depends on information transmitted across cyberspace;

WDN nodes in Ventspils mostly
use GSM-GPRS networks for data
collection;

ü
ü
ü

Geographical: two or more infrastructures are
geographically inter‐dependent if a local environmental
event can provoke a simultaneous change in the state of all
the infrastructures;

5 GSM base stations;
3 power substations;
Multiple
error
propagation
channels from power nodes to
telco and to water nodes are
modelled and simulated

Temporal Scale: to quantify overall effects of infrastructure
inter‐dependencies on the duration of the phase of
disruption/damage and the successive recovery phase.
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Simulation Results
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A) Water nodes up and down via the
states: 0 (down); 1 (resilience mode) and
2 (node up)
B) Number of power node outages and
restorations;
C) Number of telco node outages

Discussions and Conclusions
ü
ü
ü
ü

MatLab – Simulink provides opportunity to measure the degree of dependency among interrelated power, telco and water nodes
Power nodes outages cause direct impact on telco and water nodes
The meantime of water nodes downs appear clear dependencies on the efforts for improving resilience (back up) of water supply and telco nodes.
The entire model does not give an answer relating the task of considered infrastructures parameters optimisation, because the efforts on restoration and resilience
have been not measured with a single measure (for example evaluation of the cost)
Riga, Latvia, Kalku 1, LV 1658, phone: +371 29232872; +371 67089051, e – mail: Anatolijs.Zabasta@rtu.lv, casalicchio@ing.uniroma2.it,
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Converged Optical-Wireless Access
Networks
C. Christodoulou and G.Ellinas
KIOS Research Center, Department of ECE, University of Cyprus
Rapid developments in broadband access technologies for both fixed and mobile network
infrastructures are pushing the need for converged optical-wireless access networks that combine
mobility with high-capacity. These networks can then deliver high-capacity services with quality-ofservice to different types of end users.

Passive Optical Networks
 Multipoint topologies with tree, tree-andbranch, ring and bus architectures.
 Transmission in a PON: between an optical
line terminal (OLT) and optical network units
(ONUs).
 OLT resides in the central office, connecting
the optical access network to the metro
network.
 ONU is located at either the curb (FTTC) or the
end-user location (FTTH and FTTB).
 In the downstream (from OLT to ONUs) a PON
is a point-to-multipoint network, and in the
upstream direction it is a multipoint-to-point
network.

EPON - Model Architecture
PARAMETER
N

• Pareto Distribution is a heavy-tailored distribution
with the probability density function (pdf):

ON/OFF
source 1

ON/OFF
source 2

.

α is a shape parameter with bounds 1< α <2, and
b is a location parameter.

• The generation of self-similar traffic is an
aggregation of multiple streams, each consisting
of alternating Pareto-distributed ON/OFF periods.
• To generate the Pareto-distributed values, we
used the formula :

Line rate of user-toONU link

100Mbps

EPON line rate

1000Mbps

Q

Buffer Size in ONU

1Mbyte

G

Guard Interval

1μs

T
W

Cycle time
Timeslot size
W=
( - G)

2ms
15500 bytes

.

The ON/OFF sources create windows and then the windows are
multiplexed through an aggregator which acts like a multiplexer. In this
way, each source has its own time (byte) window (TDM) in which it
can transmit bytes (source ON) or not (source OFF).
AGGREGATOR

ON source 3

ON source 2

OFF source 1

Self-Similar Windows

.
ON/OFF
source. 32

Fixed DBA
• Use static slot assignment
(SSA)
• Static size which remains
unchanged throughout the
transmission process.
• Static time interval of 124μs
is used corresponding to a
frame size of 15500 bytes for
each one (of the timeslots).
• Constant cycle time Tcycle,
which is 2ms in our case.

Limited DBA
• Does not use SSA.
• Grants the requested number
of bytes.
• If the requested number of
bytes exceed the maximum
transmission window it just
grants the maximum
transmission window (15500
bytes).
• Time cycle is not fixed,
cannot exceed the 2ms (max).
• It has the shortest cycle of all
the implemented schemes.

Gated DBA
• Does not place any
limits on the cycle time or
the granted window size.
• A limiting factor is the
buffer size Q. An ONU
cannot store more than
Q bytes in the buffer and
thus it will never request
more than Q bytes.

Integration of Next-Generation PON with 4G
mobile broadband access technologies
 Integration of next-Generation PON (NG-PON) with the
4G mobile broadband access technologies into a fixedmobile platform utilizing an innovative ring-based WDMPON.
 Provides:
 The best overall system performance
 Cost-effectiveness
 Bandwidth utilization
 Better QoS
 Speedy handoff schemes for the mobile nodes.

REPUBLIC OF CYPRUS

EUROPEAN UNION
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Packet Generator for generating Self-Similar traffic

ON/OFF
source 3

• Each one of these sources generates windows
of bytes which later are going to be filled with
multiple Ethernet packets of size 64 to 1518
bytes.

VALUE

• The packet generator generates Ethernet bursts.
• Pareto Distribution is the most appropriate choice for traffic generation.

Pareto Distribution

where U is a uniform random variable (0<U≤1) .

DESCRIPTION
Number of ONUs

Converged Optical/Wireless Access Networks

Constantinos Heracleous, Georgios Ellinas, Christos Panayiotou, Marios Polycarpou
Department of Electrical and Computer Engineering, KIOS Research Center, University of Cyprus
Email: eracleous.constantinos@ucy.ac.cy,
Project website: http://facies.dia.uniroma3.it/

Critical Infrastructures are defined as Systems and Assets,
whether physical or virtual, so vital to the countries that the
incapacity or destruction of such systems and assets would
have a debilitating impact on citizens’ security, national
economy, national public health, or any combination of
these.
Interdependencies exist between Critical Infrastructures.
This means that there is a bidirectional relationship
between two or more infrastructures where the state of
each infrastructure is influenced or is correlated to the state
of the other.
Public Health

Power Systems

Water Systems

Financial Services

Power Transmission/ Distripution
Telecommunication
Systems
Transportation
Services
Oil and Gas Systems

• Interdependent Critical infrastructures interact
in ways that are hidden or not well understood
by the owners of a single infrastructure and
cannot be captured by industrial control
systems (ICS) like SCADA.

• The objective of the FACIES project is to
define
cooperation
strategies
for
automatic detection of failures and
attacks in Critical Infrastructures.
• The solution has to be achieved in a
decentralized manner with only partial
information shared among the different
components.

• Each critical infrastructure is managed by one or
several operators that can only have a view for
their own system.
• Data for each critical infrastructure are partially
or shared or not shared with other
infrastructures.

• Particular attention will be given on cyber
threats and stealth attacks that can
compromise
critical
infrastructures
(SCADA systems).

• Due to the complexity of critical infrastructures
some data may be faulty, inconsistent or
missing.

• Illustrate the feasibility of the distributed
solution on a reference scenario that will
be designed and implemented via
testbed.

Due to all the above a Failure or Attack
(physical/cyber) to one critical infrastructure can
lead to escalating failures to other infrastructures.

Security Services

Develop an integrated approach for critical infrastructures able to perform distributed (cooperative) detection of physical/cyber failures (accidental) and cyberattacks (malicious manipulations).

Failures: Fault detection & isolation techniques will be considered

Cyber Threats: Intrusion detection techniques will be considered

Fault Detection: Techniques for automatically identifying failure in a system by comparing
and analyzing sensor readings and expected values derived from some model of the
system.

Critical infrastructures use SCADA systems and ICT (e.g. Internet) for managing and
analyzing the data from the various sensors which makes them vulnerable to cyber
threats.

Faults in Critical infrastructures:
• Local Faults
• Distributed Faults with non-overlapping signature
• Distributed Faults with overlapping signature
• Propagating Faults

Cyber threats:
• A DDoS attack can block the communication (e.g. slammer worm)
• A virus/worm may block the server (e.g. slammer worm)
• A virus/worm may modify the normal behavior of the process control (e.g. stuxnet)
• Hacker can gain access into the system and modify the data (data corruption)

Fault Isolation: Techniques to Identify the type of fault that has occurred the physical
location of the fault.

• The testbed will reproduce the main characteristics of a critical
infrastructure (e.g. water distribution system), considering the effects of
interdependencies.
• The hardware testbed will be interfaced with at least two simulated
processes, and with controllers (PLC/SCADA System) to test the different
detection techniques.
• The software testbed will allow the simulation of different scenarios, in
which the normal operation will be comporimised because of simulated
physical failures and cyper attacks.

Failure

Remote
Cyber Attack

• Physical testbed will be implemented to validate the developed fault and
intrusion detection procedures with the use of a realistic scenario.
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Simulated model (it
forces changes in the
physical system in
accordance with the
simulated dynamic)

PLC and SCADA System
(for Testbed Monitoring)

Physical Testbed (emulates
Water distribution System)

Real - time test system modeling and simulation for multiple
voltage instability scenarios

INTRODUCTION /
MOTIVATION

Doan Tu Tang, Luigi Vanfretti and Rujiroj Leelaruji
KTH Royal Institute of Technology, Stockholm, Sweden
Timely recognition of voltage instability is crucial to allow for effective control and protection interventions
PMUs can be utilized to provide high sampling rate time synchronized voltage and current phasors suitable for wide-area voltage
instability detection.
The PMU data contains unwanted measurement errors and noise, which may affect the results of applications for voltage instability
detection [4]
Measured data should be preprocessed before utilizing it for long term voltage instability
The impacts of different components of power system such as on load tap changer (OLTC), over excitation limiter (OEL) [1]. .etc..
on voltage instability are analyzed from processed data in this poster

THE REAL-TIME PLATFORM
EMULATOR AT SMARTS LAB KTH

Power System Description

This system consists:
 20 MVA/13.8kV salient pole rotor
synchronous machine connected to
two 230kV overhead transmission
lines via 100 MVA-13.8kV/230kV
step up transformer.
 The OLTC at bus 4 to maintain
voltage at load bus 5 in an acceptable
range that is ±1% of nominal voltage.
The load at bus 5 is modeled as a 9
MVA constant power load.
 The load will be increased
continuously at rate of 0.1 MW/s
after 50s of simulation in order to
attain voltage collapse scenarios.

Scenarios

1. Generator without control
2. Generator without control and
OLTC at the load
3. Generator with control
4. Generator with control + OLTC
at the load
5. Generator with control and OEL
6. Generator with control + OEL +
OLTC at the load

 The FIR filter was used due to its stability and linear phase
characteristics [3].
 Hamming window is used because of its compromise between
rectangular window based filter and Blackman window based filter
 Some simulation results from scenario 4 are shown below:

Noise
and
OLTC
actions

P-V curve plotted from raw and filtered data

Scenario

Tcollapse
(seconds)

Pmax(pu)

1

52 s

0.393 pu

2

48 s

0.375 pu

3

224 s

1.204 pu

4

219 s

1,196 pu

5

160 s

0.813 pu

6

145 s

0.742 pu

CONCLUSION

Raw and pre-processed voltage magnitude and
active power at the load bus

OEL Activation

 Analysis of the impacts of differrent power system components on long
term voltage instability has been performed.
 The measured data after preprocessing is used for better interpretation
of voltage stability.
 Further study about filter design will be carry out in the future for better
treatment of synthetic measured data.
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Development Of a Risk Assessment
meTHodology to Enhance security
Awareness in ATM

Objectives
The objective of DORATHEA is the development of a common methodology for carrying
out risk, threat and vulnerability assessments for Air Traffic Management (ATM) Critical
Infrastructures protection.
ATM security is concerned with securing the ATM assets and services, to prevent threats and
limit their effects on the overall aviation network. Only a common methodology can provide the
necessary basis for a coherent implementation of measures to protect European ATM Critical
Infrastructure and clearly define the respective responsibilities of all relevant stakeholders.
DORATHEA aims at increasing the awareness of ATM operators through an innovative
security risk assessment methodology for ATM systems that:
- can be adopted either by state-of-the-art ATM systems as well as legacy systems allowing
the assessment of the new risks that their interconnection may (and will) introduce.
- is based on existing and well established safety standards already in use by the industry,
including the ICAO, the CC, the ISO 270xx, etc. and extend them to cover the ATM security
scenario.
-is complementary with the risk assessment methodology currently being developed within
SESAR and other EU projects in ATM security.
Time frame: 01/01/2012 – 31/12/2013

Innovative Aspects
DORATHEA aims at developing a new risk assessment methodology, validate it against a
real case and disseminate the results.
The methodology will:
- address security issues related to interoperability of legacy and brand-new ATM systems in
Europe
- be a common security baseline for all EU ATM systems
- give effective guidance to identify protection measures.
DORATHEA methodology will permit the identification of countermeasures in a systematic
way, to be adopted as security system requirements at design level. ATM security
enhancements will create new market opportunities with untapped potentials.

Validation
DORATHEA methodology will be developed and validated through interviews and workshops with key
players from:
- Industry,
- Air Navigation Service Provider (ANSP) and
- National Supervisory Authority (NSA).

Join us

DORATHEA LinkedIn® Group

http://www.dorathea.eu/

www.sesm.it

www.gmv.com

With the financial support of the Prevention, Preparedness and Consequence Management of Terrorism and other Security related Risks Programme
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Using Multi-Agent Systems for Microgrid
Restoration
Georgia Pieri and Elias Kyriakides
KIOS Research Center, Department of ECE, University of Cyprus

Microgrid

Multi-Agent Architecture in a Microgrid

The Microgrid (MG) concept assumes a cluster of loads and MicroSources
operating as a single controllable system that provides both power and heat
to its local area. The microgrid is intended to operate in the following two
operating conditions:
Normal interconnected mode
Islanded mode

Grid level

The proposed MAS is composed of:

…..

LA 1

DGA j

LA i

SWA k
Field level

Figure 2: Architecture of multi-agent system

+

Problem Formulation
The objective of the mathematical model of a microgrid restoration is to
maximize the capacity of the served loads, while giving priority to the
important load power.
Switch closed

When a fault occurs in a MG system, corresponding circuit breakers will be
opened to isolate the fault so as to protect the power equipment. During the
process of isolation of the fault, some unfaulted loads are forced to be out of
service. Restoring power supply to these de-energized, but unfaulted loads as
soon as possible is essential.

 Objective function:

Grid

Switch opened
Circuit breaker

Maximize the restoration load
𝐷

Fault 1

max
LV

Genetic algorithm (GA)
Particle swarm optimization (PSO)
Artificial neural networks
Tabu search (TS)

Power balance constraint
𝑗

L1

Autonomy
Responsiveness
Pro-activeness
Social ability

Multi-agent is composed by a number of agents, working together to
accomplish a task. MAS mainly research:
 The activities of the entire system
 The interaction between the various agents
 Each agent’s reasoning and behavior of a decision on how to consider
+ other agents in the system
 Division of tasks and resources, distribution and management

DG 6

L5

DG 7

L6

𝐷

𝑃𝐺𝑖 −
𝑖=1

𝑃𝐿𝑖 ≥ 0
𝑖=1

Voltage constraint
𝑈𝑖,𝑚𝑖𝑛 ≤ 𝑈𝑖 ≤ 𝑈𝑖,𝑚𝑎𝑥
DG 1

L2

L7

L8
Fault 3

Multi-Agent Systems (MAS)
Agent, derived from artificial intelligence, is a computing unit or functional
entity that has a problem solving mechanism. Agents represent individual
entities in a distributed system. They are able to operate autonomously and
interact pro-actively with their environment. By an agent, we mean a system
that enjoys the following properties:

 Constraints:

Fault 2

A key disadvantage is the fact that most of these approaches are centralized
and depend on a powerful central computing facility to handle huge amounts
of data with high communication capabilities. A centralized control scheme is
costly and suffers from single-point-failures.
A distributed control scheme seems like a better solution for reliable and
low-cost load restoration ⟹ Multi-agent system

𝑝𝑖 ∙ 𝑃𝐿𝑖
𝑖=1

Soft computing algorithms that solve the load restoration problem:






MGA N

SWA 1

Microgrid Restoration






…..

…..

Local reliability enhancement
Emissions reduction
Feeder losses reduction
Local voltages support
Figure 1: Structure of Microgrid
Increased efficiency through using waste heat combined heat
and power (CHP)
Voltage sag correction
Power supply without interruptions

MGA 2

MGA 1

Management level
Central Control Agent (CA)
Distributed Generation Agents (DGAs)
Load Agents (LAs)
DGA 1
Switch Agents (SWAs)
Microgrid Agents (MGAs)







Microgrid benefits:





+



CA

…..




Each power source and load in the system is represented as an autonomous
agent that communicates with all the other agents representing the other
components in the network.

DG 2

L3

L9

DG 3

L10

𝑃𝐿𝑖 : load at bus i
𝑝𝑖 : weight of load priority at bus i
𝑃𝐺𝑖 : generation at bus i
𝑈𝑖,𝑚𝑖𝑛 : lower limit of the voltage
𝑈𝑖,𝑚𝑎𝑥 : upper limit of the voltage
𝐹𝑖𝑗 : power flow of branch between
bus i and j
𝐹𝑖𝑗𝑚𝑎𝑥 : capacity of the branch
between bus i and j

DG 4

L4

DG 5

Limits on branch power flow
𝐹𝑖𝑗 ≤ 𝐹𝑖𝑗𝑚𝑎𝑥

Figure 3: Model of the fault network

Acknowledgements
REPUBLIC OF CYPRUS

EUROPEAN UNION

Wireless Sensor Instrumentation for Gas
Monitoring Applications
Grigore Stamatescu
grigore.stamatescu@upb.ro

Objective

Expansion Board Design and System Architecture

Design, implement and validate an expansion
board for the IRIS familiy of motes, suitable for
high spatial and temporal resolution gas sensing application. Focus on carbon dioxide (CO2 ),
ozone (O3 ) and carbon monoxide (CO) in indoor
environments.

The expansion board relies on the Analog Devices ADUC832 microcontroller to activate the three
sensors, according to the programmed software. For example, the CO sensor requires cycled operation
divided into a purge phase and a sensing phase. In the purge phase, the sensitive layer is cleansed
by supplying 5 V for 60 seconds to the sensor, followed by the sensing phase with 1.4 V for 90
seconds. The right concentration value can be read only at the end of the cycle and it is maintained
throughout a new one.
The sensor outputs are scaled to the range 0-2.5 V and interfaced through the 51-pin connector
directly to the ADCs 1-3 of the IRIS board. From there on, the data is packetized and sent over
the radio to the base station. The network employs a XMesh low-power multi-hop communication
protocol. The expansion board can use both an external power supply 5 V/1 A, or it can use the
node’s own power resources: batteries or energy harvesting modules. It also offers a serial interface
for connection to different data acquisition systems.

Sensor Selection
Memsic IRIS XM2110 is the main radio/processing board of the wireless node.
It includes an ATMega1281 8-bit low-power microcontroller with 128K program memory and
512K flash memory along with an 2.4GHz IEEE
802.15.4 compliant RF230 radio transceiver.
The board is supported under versions 1.x and
2.1 of the TinyOS event-based, low footprint
operating system for resource constrained
devices.
Electrochemical gas sensors detect gas concentrations by measuring the change in resistance
of a sensitive layer of metal oxide (usually SnO2 )
caused by the absorbtion of the specific gas at
the surface of the layer . The sensors selected for
our application are produced by Hanwei Corp.
and have the following characteristics:
Type
CO2
O3
CO
Model
MG-811 MQ-131
MQ-7
Conc. (ppm) 350-104
10−2 -2
20-2·103
Voltage
6V
5-6V
5V
Current
200 mA 190 mA
70 mA
Cros. sel.
CO
CL2
H2

Challenges

MICARES EXPANSION BOARD

CO2 Sensor
MCU
Sig.
cond.

Power
supply 5V

O3 Sensor

Comm.
RS232
CO Sensor
51-pin MICA Connector

SENSOR VALUES TO IRIS ADC1-3

Results
Initial results shown include carbon dioxide monitoring from a single wireless node. The drop in the
sensor voltage output corresponds to high CO2 concentration events such as paper burning or close
breathing which result in sensor resistance decreases. Network health statistics are also collected in
order to analyze wireless connection reliability. These include the number of dropped packets and
retries, link quality indicators and routing cost. The sensor is operated continously, with the wireless
node transmitting every 2 seconds.

Specific issues have to be addressed when integrating energy-hungry gas sensors with wireless
sensor network platforms:
1. Duty-cycling: the sensors have to be operated at low duty cycles in order to minimize power consumption, activity-based
adaptive sampling strategies should be
used [1];
2. Calibration: sensor nodes can be calibrated either directly to a precision reference device, or indirectly through recently
calibrated peers [2];
3. Node placement e.g. the standard DIN EN
50291 covers electrical apparatus for the
detection of carbon monoxide in domestic
premises.

The charts below show the influence of temperature and humidity on the sensor output.
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System to avoid the excess of non-condensable on the auxiliary steam process of a combined cycle
Héctor Quintián, University of Salamanca
Jose Luis Calvo-Rolle, University of Coruña
Emilio Corchado, University of Salamanca

Objective
The main objective is to develop a
system which selects the best
parameters of a PID controller
which controls the auxiliary steam
of a real combined cycle plant,
whose goal is to supply sealed
steam to both the main turbine and
the degasser condenser (bubbling
steam).
Process
TURBINE

The task of the auxiliary steam tank is to
provide the necessary steam for the sealing of
the turbines.
The main problem is that the auxiliary tank was
wrong size (too small) and when turbines
needed steam, the process became unstable and
it is not possible to get a constant level of
steam inside the tank.
This made the process very dangerous because
the lack of steam in the turbine could cause big
damages on it.

ATM

Set Point

PID
CONTROLLER

Control
signal

Demineralized
water

Saturated
steam
PI
CP004

Level sensor

Developed system

Setpoint

Developed
control system

-

Output
System
Application of RelayFeedback method

Sensor
conditioning

NO
Sustained oscillation
is possible

First the rule-base system determines which
ANN must be used. Following, the selected
ANN chooses the expression to used among
the available in the ANN.
Each ANN has been trained using different
dataset base on rule-base system.
To select the best expression, the system uses
as input the values K (System Gain in open
loop), Kc (Critical Gain of the System) and
Tc (System Oscillation Period). To get these
values is necessary to lead the system to a
sustained oscillation.

+

Control
signal

YES

Closed-loop tuning can not
be applied.

Closed-loop tuning can be
applied. Calculation of the
parameters K, Kc and Tc

B

D

C

Rules

A
YES
KcxK parameter is in
the range 2<KxKc<20?

E

NO

Model 1
NO

YES
KxKc = ∞

Control signal
NO

The expressions used are well know in the
field of control system and they have been
use in several applications.

The application of the developed
model got stabilize the process.
Figure shows the response of the
system for different operating
conditions.

YES

Would you like to use
all methods anyway?

YES

Model 2

Results

Discard systems that are
not in the range

ANN

The developed system consists of a rule-base
system plus 2 Artificial Neural Networks.
The system determines which is the best
expression to use for obtaining the PID
parameters.

Sustained
oscillation is
possible?

Is the system unstable?

Closed-loop tuning is not
possible

NO

Model 2

I MPROVING Q UALITY OF S ERVICE IN
FUTURE WIRELESS LAN S
I NDIRA PAUDEL ( INDIRA . PAUDEL @ IT- SUDPARIS . EU )
P ROBLEM

I NTRODUCTION

The legacy IEEE 802.11 a/b/g is capable of supporting bandwidth intensive applications such as audio/video streaming, interactive gaming, but they cannot guarantee
QoS when traffic load increases. Some of
these shortcomings arises due to the limitations of making good utilization of resources
at the MAC layer. For instance, the IEEE
802.11n is the latest wireless standard with
many improvements at both Physical and
MAC layers. However, despite the increase
of the physical data rate, large overhead
associated with channel access and packet
transmission reduces its overall efficiency.
Following are the main issues related:

Demands for QoS challenging wireless multimedia services are continuously increasing
for both professional and entertainment needs. The use of smart phones, laptops and tablets
for voice and video over IP calls has become a common trend. Other advanced services like
IPTV, connected TV, HDTV and 3DTV are also gaining popularity. These services are mainly
provisioned through Internet connections and over wireless access technologies at home or at
office. In addition, more and more WLAN gadgets are available for gaming, telemedicine and
other various home control applications. Home Automated Networks (HANs) are becoming
the main media hub of the house for faster video, voice, data and signaling traffic.
These services are attractive for end users, but they come along with certain requirements
and challenges for network and service providers. Although, the scale and topology of home
networks is small and can be easily managed as compared to the internet, the issues related to
QoS provisioning over wireless technologies remain challenging.

1. It is estimated that more than 60% of
transmission time and resources are
wasted for the overhead at MAC layer
2. There exists two types of overhead issues at the MAC layer, i) before getting
access to the medium, ii) after getting
access and during data transmission
3. Increasing number of collisions with
the increasing traffic load
4. Improper backoff algorithm can increase the wait time and can also introduce unfairness in the system

C ONTRIBUTIONS
We proposed an aggregation scheme for
802.11n that takes into account the second
type of overhead problem and includes traffic differentiation. The system is described in
[1]. Our main contributions are:
1. Proposing an aggregation scheme that
takes into account traffic types
2. Using Block Acknowledgement with
the proposed scheme to evaluate its effect in low and high BER
3. Achieving better throughput, less delay and better PDR

M ETHOD

QoS HAN Aggregation
We propose to form A-MPDU frames
based on the combination of two criterions,
namely packet destinations and traffic types.
The main idea is to put packets with the
same QoS needs within the same aggregated
frames, allowing QoS differentiation at the
aggregated packets level. For instance, packets belonging to the same service class, like
VoIP, can be aggregated together since these
are more delay sensitive than larger data
packets and the aggregation sizes are allocated as according to these traffic types.
Although aggregation improves the
throughput, its limitation is seen in high BER

environment where the probability of having
errors increases with the increasing frame
size and may result in the retransmission of
a large frame. In order to study the behavior
of our scheme in different radio conditions,
we use the BAck scheme along with the proposed aggregation scheme. Using the BAck,
the sender can know the packets or the subframe that were corrupted depending upon
the bit values set in the BAck field. We propose to assign different aggregation size limit
to different traffic type in order to fit the QoS
requirements especially in terms of delay.

R ESULTS

C ONCLUSION
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1. How to choose backoff values in different cases of success, collision and error to minimize wasted slots to take
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3. How to intelligently adapt the backoff algorithm depending upon changing scenarios and traffic types?
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1. Aggregation
scheme
increases
throughput. It is almost eight times
higher when BER is low and almost
four times higher when BER is high
2. When BER is high, throughput reaches
higher values with BAck than without
BAck
3. End-to-end delay is decreased in both
high and low BER cases
4. In low BER conditions, end-to-end delay is almost the same regardless of the
use of BAck as there are less retransmissions in low BER
5. Delay with BAck is less than that without BAck in high BER conditions because of the selective retransmissions
6. At low BER, as the traffic load increases, the PDR value decreases considerably but is still higher than without aggregation
7. At high BER, aggregation with BAck
provides a higher PDR value than
without BAck

Simulation-based Assessment of Smart Metering
Communications Infrastructures

Ioana Pisica
Christos Chousidis
Gareth Taylor

Brunel University London, Kingston Lane, Uxbridge, Middlesex, UB8 3PH.
Ioana.Pisica@brunel.ac.uk
Demand-side Response and dynamic tariffs are two examples of advanced functionality that may benefit both electricity consumers and distribution network operators. To be successful, the ICT
infrastructure needs to be able to reliably cope with the data traffic. Within the wider UK context of the proposed centralised smart meter data transmission scenario, this paper demonstrates the
scaling capability of two widely exploited communications protocols. Both payload (transmission overhead) and end-to-end delay times are examined.

1. ICT INFRASTRUCTURE FOR DEMAND RESPONSE AND DYNAMIC TARIFFS BASED
ON SMART METERING DATA

3. SIMULATION RESULTS
Table 1. Simulation Set-up For Each Scenario
No:

DR
response

15 min
data

Meter
readings
Meter

Price
signal

DR
signal

DCC

DR control

Price
signal

Data
mining
HPC

Figure 1. Proposed scenario

2. COMMUNICATIONS NETWORK MODELLING AND VALIDATION

AREA

Meter

The network simulation platform used
in this study is OPNET Modeller. OPNET
enables users to create custom applications
running on the application layer of the
TCP/IP stack, while the standard OPNET
models are implementing the TCP/IP
protocol, adding Transport, Network and
Data Link layer overheads, as well as
Ethernet Physical layer overhead. The
application layer connection protocol
designed for this study represents the
communication between smart meters and
the application server and consists of three
Figure 2. Simulated network architecture
data transactions (figure 3):
• 1st transaction: each meter initiates the communication every 15
minutes, requesting a connection with the server. For this request, the
request connection (1)
meter sends a packet with 16 bytes payload. The application server
acknowledges the request by sending a 16 bytes response packet.

REGION

DR
response

NEIGHBOURHOOD

HEMS
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1
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1 Street
100
1 Street
200
1 Street
300
1 Street
400
1 Street
500
2 Streets
1000
3 Streets
1500
4 Streets
2000
5 Streets
2500
6 Streets
3000
7 Streets
3500
8 Streets
4000
9 Streets
4500
10 Streets = 1 Neighbourhood 5000
2 Neighbourhoods
10000
3 Neighbourhoods
15000
4 Neighbourhoods
20000
5 Neighbourhoods
25000
6 Neighbourhoods
30000
7 Neighbourhoods
35000
8 Neighbourhoods
40000
9 Neighbourhoods
45000
10 Neighbourhoods = 1 Region 50000
2 Regions
100 000
3 Regions
150 000
4 Regions
200 000
STREET

DR
signal

Operational
status

Set-up

The sample mean of ETE delay are given in figure 6 for two
communication protocols: Transmission Control Protocol (TCP) and
User Datagram Protocol (UDP). The ETE delays for lower numbers of
meters are significantly low and similar for both transport protocols.
This behaviour is explained by the fact that the capacity limits of the
network are not reached. As long as the utilization of the network
comes only from the smart meters, all delay is caused by the queuing
at the switches. This also explains the sudden rise of the delay when
the number of packets produced by the network are exponentially
increased due to large number of stations and reach the limits of the
processing speed of the switches.
For better comparison, the maximum payload created from a
network of 200 000 meters using both TCP and UDP was measured on
the link between the control centre switch and the control centre
server (figure 7). The differences in the load produced by the same
meters in the two cases are significantly large. UDP adds less overhead,
with approximately 80% of the data payload in the TCP case. On the
other hand, it does not provide delivery guarantees. This would affect
considerably the design of such a network.

Server

request data (2)

Figure 6. End-to-Enddelay in all simulated scenarios for TCP and UDP

• 2nd transaction: the meter sends its data in a 30 byte packet and the
server in response sends demand response commands and real time
price signals (also a 30 byte packet). Additional delays in processing
data at the server level are not accounted for in this study, as they
relate to the HPC platform used by the utility.

send data (3)
Send Instructions (4)

ACK (5)
End of connection (6)

Figure 3. Custom application timing diagram

• 3rd transaction: The meter acknowledges the demand response and
tariff receipt by sending a 16 byte ACK packet back to the server. The
server finally closes the session successfully by sending an „end of
connection‟ packet of 8 bytes.

Figure 7. Throughput comparison for TCP and UDP

Simulations were performed for three levels of background utilization of the network, 30%, 50% and 90%.
As there are two types of links in the network, 100Mbps and 1Gbps, the utilization level for each of them is set
accordingly.

Figure 4. OPNET Simulation

Figure 8. End-to-end delay in all simulated scenarios for TCP and UDP with different background network utilization levels

4. CONCLUSIONS
This work shows that the end-to-end delays for a low number of meters are similar for both the TCP and UDP
protocols when the network is not utilized for other purposes. There is a significant difference in the load produced
by the same meters in the two cases. UDP adds approximately 80% less data payload compared with TCP. This would
have been expected due to the difference in behaviour between TCP and UDP.
However the network design would not be cost-efficient when used solely for smart metering data and
therefore other data traffic is to be expected throughout the network. Introducing background utilization of the
network at 30%, 50% and 90% shows that the ETE delays are fairly similar up to 50000 meters, but a significant
increase is observed for higher smart meters densities.
Figure 5. Model Validation
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Scenario generation for stochastic unit commitment in power
systems with wind power generation
Irina Ciornei
KIOS Research Center, University of Cyprus

Introduction

Conditional sampling: ARIMA + Monte Carlo

Stochastic programming has become a common tool to study and
model decision problems with the presence of uncertainty.
Uncertainty is usually described in statistical terms by their
distributions (in a single-period case), or by stochastic processes (in
the multi-period case).
To use the standard mathematical-programming tools, these have
to be discrete distributions with moderate number of support points.
If we have the distributions in any other format (continuous
distributions or discrete distributions with too many points), we have
to approximate them. The process is called scenario generation.
The goal is to find an approximation that

The true distribution of wind power generation is replaced by an
empirical distribution by Monte Carlo (MC) sampling techniques.
Assumptions:
The wind power and load demand are subject to a multivariate normal
distribution N(μ, Σ) for every time interval t, where vector μ is chosen as
the forecasted wind power, and matrix Σ describes the volatility
(~deviation from the mean).
Correlation between forecast errors for different pairs of stations
described by a correlation Gaussian matrix (𝐶𝑖𝑗 )
𝐶𝑖𝑗 𝑡 = 𝜌𝑖𝑗 𝑡 ∗ 𝑉𝑥𝑖 𝑡 𝑉𝑥𝑗 (𝑡)

− leads to a solution that is close to the true optimal solution

where, 𝜌𝑖𝑗 𝑡 - is a given correlation factor between the individual
measurement stations at a given time interval t;𝑉𝑥𝑗 (𝑡) – variance for the
forecast hour t

− has not too many points, so the model can be solved in a
reasonable time.

Wind Speed Generator: ARMA model
WindSpeed.mat
Unit Delay

Unit Delay3

Unit Delay4

1

1

1

z

z

z

To File
12
mean wind speed
1

Scenario Tree: Example and terminology

1

f(u)

Simulated wind speed

s+1

Gaussian

Fcn

Transfer Fcn

Gaussian Noise
Generator

Terminology:

1
z
Unit Delay1

Scope2
1
z
Unit Delay2

period is a time interval between
two stages.

period
stage

The tree in the example has 2
×2×2 = 8 scenarios, 4 stages,
and 3 periods.
Simulated Wind Power Scenarios - 24 hours horizon

A good scenario tree should capture…
 Inter-temporal dependencies

Simulation Mean

40

 changes of the distributions, based on prev. values

35

 includes things like auto-correlations, mean reversion, etc.
 Can be modeled by time-series models

30

25

20

15

Model

10

5

Wind speed generator
(ARMA model)

Scenario Generator
(ARIMA+Monte Carlo)

Assign probability to
each scenario

Autoregressive moving average (ARMA) model
𝑉𝑤𝑖𝑛𝑑 𝑡 = 𝑉𝑚𝑒𝑎𝑛 + 𝑉𝑡𝑢𝑟𝑏𝑢𝑙𝑒𝑛𝑡 (𝑡)
𝑉𝑤𝑖𝑛𝑑 (t) - wind speed time series;
𝑉𝑚𝑒𝑎𝑛 - mean wind speed at hub height;
𝑉𝑡𝑢𝑟𝑏𝑢𝑙𝑒𝑛𝑡 (𝑡)- instantaneous turbulent part
𝑉𝑡𝑢𝑟𝑏𝑢𝑙𝑒𝑛𝑡 𝑡 = 𝜎𝑡 𝑉𝑡
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Conclusions
Scenario generation techniques shall be part of the stochastic
optimization model for the unit commitment problem when wind
power generation is a high share of the generation mix. Simple,
accurate models for scenario generation, together with scenario
generation techniques to make the optimization problem tractable
with the current optimization software/tools are also needed. The
proposed model envision the simplicity and applicability for being
integrated into the current optimization tools and expand their
applicability to stochastic optimization models.

𝑉𝑡 = 𝑎𝑉𝑡−1 − 𝑏𝑉𝑡−2 + 𝑐𝑉𝑡−3 + 𝛼𝑡 − 𝑑𝛼𝑡−1 + 𝑒𝛼𝑡−2
𝜎𝑡 is the standard deviation
a, b and c are the autoregressive parameters
e and d are the moving average parameters
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Experimental Setup

•The new proposed dαβPLL combines:

•The most crucial aspect for the grid synchronization of a RES
is the fast and accurate detection of θgrid and |Vgrid| through PLL
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• accurate and faster operation under balanced and unbalanced
fault conditions
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Fig. 2. The structure of the dqPLL.
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• Based on the Stationary
Reference frame (αβRF)

• Comparing dαβPLL
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Fig. 3. The structure of the αβPLL

C. ddsrfPLL
• Based on using 2 SRFs, rotating
with positive (dq+1) and negative
(dq-1) synchronous speed
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Fig. 11. Operation of dαβPLL
and ddsrfPLL for 1-phase to
ground fault with 64% voltage
sag
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Fig. 4. The structure of the ddsrfPLL

• Selecting the parameters of the 3 PLLs such as each PLL has 3
different time performances (Fast=2T ; Medium=4T; Slow=6T)

Vdq+*dc-dabPLL (p.u.)

D. Performance Investigation
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Fig. 10. Control strategy for the GSC of an
interconnected RES using the proposed PLL

• Normal Operation of
an interconnected RES
using the dαβPLL

• Fault Ride Through
Operation
of
an
interconnected
RES
using the dαβPLL
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Fig. 5. The effect of time response
on the overshoot of the estimation
frequency during symmetrical faults

Fig. 12. Normal operation of
an interconnected RES when
sing the proposed dαβPLL

Fig. 13. Fault ride through
operation of an interconnected
RES when using the proposed
dαβPLL
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• The dαβPLL operates faster than
ddsrfPLL under the same overshoot

θ

d 1

+

• The dαβPLL has lower overshoot
on the estimation of the θgrid and fgrid
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• Decoupling of the effect of
negative sequence on dq
detected signals
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• A comparison of the proposed dαβPLL to the ddsrfPLL is
necessary in order to prove which is the most advantageous
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• The dαβPLL is a preferable solution in comparison to the
dqPLL and αβPLL, since it is the only one which operates
accurately under unbalanced disturbances
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Fig. 6. The structure of the proposed new hybrid dαβPLL
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• lower frequency and phase deviation when a fault occurs
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- the close-loop algorithm of αβPLL which gives the lower
overshoot on the estimated θgrid and fgrid.

A

A

DC

LC Filter

• Propose a new outstanding hybrid PLL which has

Power from
Wind Power System or
Solar Power System

Experimental Setup

- the decoupling cells of ddsrfPLL which give the accurate
estimation under unbalanced faults

• Investigate the performance of 3 different PLLs

Use of dαβPLL in an interconnected RES

120

Fig. 7. Simulation results from PSCAD for a 2phase to ground fault with 50% voltage sag.
Frequency overshoot of ddsrfPLL and dαβPLL with
respect to time response: (a) fast, (b) medium and
(c) slow time response

Fig. 8. Overshoot of ddsrfPLL and dαβPLL
on frequency estimation with respect to
time response: (a) for a 2-phase to ground
fault with 50% voltage sag and (b) for a 1phase fault with 50% voltage sag and (c)
for a 3-phase fault with 60% voltage sag

• The proposed dαβPLL has an outstanding performance:
- accurate estimation under balanced and unbalanced fault
- lower overshoot on the estimation of θgrid, fgrid and faster
detection of Vdq+ and Vdq- when the fault occurs
• The new hybrid dαβPLL could be very useful in design of a
fault ride through control for interconnected RES
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Enhancement of Hybrid State Estimator Using Pseudo Flow Measurements
Markos Asprou and Elias Kyriakides
KIOS Research Center for Intelligent Systems and Networks, University of Cyprus
INTRODUCTION

COMPARISON OF CONVENTIONAL AND HYBRID STATE ESTIMATOR

• PMUs are the key element of the Synchronized Measurement Technology
• Synchronized phasor measurements are distinguished by their high fidelity and their ability to
provide both magnitude and angle information
• The electric utilities install PMUs incrementally to their power systems to satisfy different
objectives
• Power system observability
• Real time voltage and frequency stability assessment
• Improvement of state estimator accuracy

• The hybrid and conventional state estimator were tested using the IEEE 14 bus system

The hybrid state estimator is more accurate than the conventional state estimator

Inclusion in the measurement vector of the state estimator improves its overall accuracy
considerably
• Development of a hybrid state estimation that presents improved accuracy in comparison to
the conventional state estimator

HYBRID STATE ESTIMATOR FORMULATION
• Generic formulation of hybrid state estimator

ESTIMATION OF ERRONEOUS LINE PARAMETERS
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• Parameter error estimation based on residual sensitivity analysis
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• The methodology for error parameter estimation depends heavily on state estimation results
• Case study using the IEEE 14 bus system. The susceptances of branch 3 and branch 6 are
considered that differ 30% from their true value.

Hybrid state estimator impacts the methodology for estimating the error associated
with the erroneous parameters

• Proposed hybrid state estimator formulation
Include the current phasor measurements to the measurement vector z indirectly
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(Iterative process)

• The proposed hybrid state estimator presents improved accuracy in comparison to the
conventional state estimator
• The convergence problem that occurs with the presence of current phasor measurements can
be avoided with the use of pseudo flow measurements
• The pseudo flow measurements do not depend on the line parameters that usually introduce
error in the process of state estimation
• The use of the hybrid state estimator impacts the estimation of the error associated with the
line parameters.
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Frequency control in microgrids.
Field test report.
Mihai CALIN
POLITEHNICA University of Bucharest

Introduction

Control algorithm

Power system frequency is regulated by a control algorithm with parameters
derived from the inertia of the synchronous generators in the systems. Similar
control algorithms can be adapted to microgrids where usually generators are
connected using static converters at the interface to the network . As a result, the
variation of the rotor speed due to power unbalance will be much faster than in
the classical networks that have high inertia. One of the consequences will
consist in higher values for rate of change of frequency (rocof) for which the
existing protection and control system is not yet adequately prepared. One
stabilization method for the grid frequency is to emulate the inertial mass using a
combination of a power storage source and a control algorithm for the power
converter. This way it can be used for short periods of time to contribute to the
stabilization of the grid frequency.

The principle behind the control algorithm – as implemented in the field test in
Cheia - is presented in the next figure It relies on frequency measurement (f) and
controls the current in the DC bus (Isp), after checking the batteries state of
charge (SoC) as a result of monitoring of the energy exchange to/from the battery
pack.

Hardware
For the microgrids frequency control field test, converter platforms have been
acquired from Triphase in Leuven, Belgium. The converter cabinet at test-site
Cheia, Romania, contains two three-leg converters, allowing the use of one
three-phase four-leg grid-connected AC-DC converter (with actively controlled
neutral conductor), two bidirectional DC-DC converters and one bidirectional DCDC convertor, fit for connection of a DC source as in the figure below. The grid –
connected converter is rated at 90 kVA and the DC-DC converter at 30 kW.. A socalled Target PC runs the model being tested, and directly controls the IGBT
reference PWM signals.

For a frequency variation larger than ∆fth and a rate of change of frequency
greater than ∆Rf,th the algorithm computes the needed inertia to be added to the
system and initiates the power transfer between the grid and the storage.

Results
The two pictures illustrate the
behavior of the system in islanding
mode. It can be seen that when
overloading the 14 kVA grid with just
1kW there is a significant drop in
frequency. After the load is
disconnected the grid frequency is
reestablished.

In the recording on the left one can
observe that, when the algorithm is
working and applying the same
1kW load, the grid frequency is
stabilized by it. Even though a ripple
appears, it can be concluded that
the control algorithm works.

Simulation network
Islanding mode tests followed several steps: the first testing phase has been
pursued in order to evaluate microgrid parameters in case of overload, without
using the Triphase equipment; after that, a similar test was performed using the
equipment as a simple load for the network (i.e. without running the control
algorithm)

The grid frequency was monitored
with the PMU.

Conclusion
In this paper, the operation principle in grid frequency control in a microgrid was
demonstrated.
Several tests have been pursued in an isolated network, where significant
frequency changes can be imposed.
A load variation was imposed to the islanded network and it’s behavior with and
without a frequency control method was studied
Then, the experiments for testing the operation in islanding mode have been
performed, whereas the control algorithm acted as stabilizing the grid in case of a
variable load.
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Optimization Based Energy Hub Management Systems
Mohammad Chehreghani Bozchalui, PhD
University of Waterloo, Canada
NEC Labs. America, Inc. Cupertino, CA, USA
Energy Hub Management System
Enabling and empowering energy managers through increased
information and control so that they can contribute to the development
of a sustainable society through the real-time management of their
energy demand, production, storage, and resulting import or export of
energy.
Incorporated into automated operational decision making structures.

Results

Commercial Energy Hub (CEH)
Climate control of storage facilities.

REH model outputs

A hierarchical operation strategy :

max. comfort

‒Supervisory control
•Updates the set points.
•Re-runs the model.
‒Existing feedback controller
•Continuously monitors parameters.
•Follows the set points in real-time.

Optimization model
‒Objective: minimize costs
‒Constraints
•Inside humidity
•Inside temperature
•Devices’ operational constraints

Agricultural Energy Hub (AEH)
Residential Energy Hub (REH)
The energy system of a single detached house including electricity,
gas and related green house emissions.
 Scheduling horizon: 24 hours with 15 min time intervals.
 Customer preferences:
– Must be given priority and be straight forward.
– Includes desired room temperatures and hours of operation of each device.
– Maximum deviations the customer is willing to accept for each device must
be taken into account.

Climate control Greenhouses.
A hierarchical operation strategy is proposed:

Summary of REH results

Optimization model
‒Objective: minimize costs
‒Constraints
•Inside humidity
•Inside temperature
•Inside CO2
•Supplementary lighting
•Air Circulation
•Operational constraints of devices

EHMS Architecture

CEH Monte-Carlo simulations results
• 30% expected total cost savings

AEH Monte-Carlo simulations results
• 40% expected total cost savings for summer months
• 13% expected total cost savings for winter months

Examples of components mathematical models:
 Water heater

 AC

Contact :
Energy generation / storage

Hot water usage pattern

Min. and Max. temperature

Discharge rate

Min. and Max. temperature

Outdoor temperature

Min. storage level

Min. up time, Min. down

Occupancy pattern

Min. connection time

time

Min. disconnection time

Mohammad Chehreghani Bozchalui, PhD.
mchehreg@uwarerloo.ca
http://www.energyhub.uwaterloo.ca
mohammad@nec-labs.com
http://www.nec-labs.com/~mohammad/

min. Total costs

Laboratory-Based Deployment and Investigation of
PMU and OpenPDC Capabilities
Mohammad Golshani (Mohammad.Golshani@brunel.ac.uk), Gareth A. Taylor (Gareth.Taylor@brunel.ac.uk)
Ioana Pisica (Ioana.Pisica@brunel.ac.uk), Phillip Ashton (Phillip.Ashton@brunel.ac.uk)
Brunel Institute of Power Systems, Brunel University, Uxbridge, Middlesex, UB8 3PH, UK

1. Introduction

2. Wide Area Measurement Systems

 Changes in the wholesale electricity market alongside the difficulties in
upgrading the transmission system have caused transmission systems to
face more challenging network wide issues. Therefore, having a Wide Area
Measurement System (WAMS) is vital with regard to ensuring secure and
reliable operation.

 PMUs measure phasors of power system parameters and time-stamp them
using signals from Global Positioning System (GPS).

 SCADA system has been the essential component for monitoring in power
system. However it is not effective for WAM applications, due to the low
data sampling rate and lack of exact time synchronization. The new
generation of measurement technology, known as Phasor Measurement
Unit (PMU), offers synchronized measurements at higher rates.

 A PDC receives and time-synchronizes phasor data from geographically
distributed PMUs and produces time-aligned output data stream.

 The time-critical phasor data are transmitted to a central location called
Phasor Data Concentrator (PDC).

GPS
Satellite
 The first layer interfaces with
power system to measure
required parameters. This
layer is called the Data
Acquisition Layer.

PMU

PMU

Power Station
PMU
Substation

 Brunel University installed a PMU that is
connected to the 3 phase 415 V AC domestic
supply level and joined a WAMS originally
provided
by
the
SUPERGEN
FlexNet
Consortium.
 PMUs measured synchrophasors from 4 UK
Universities are transmitted via the Internet to a
server in Ljubljana, Slovenia.
 The PDC in Slovenia is running WAProtector,
which is a system for WAM applications provided
by the ELPROS.

 Layer 2 is where the PMUs measured data are collected and timealigned. This layer is known as the Data Management Layer.

Control Centre
 layer 3 is the Application
Layer where the sorted
PMUs measurements are
used by the monitoring,
control and protection
applications.

PDC

4. OpenPDC

5. Challenges

 A local PDC has also been developed using
open source PDC, which collects measurements
locally.

Frequency (Hz)

3. Brunel University WAMS

Communication Networks

 This information will be exploited by Smart Grid applications or can be also
stored in the Historian system for future analysis.

 More PMUs are required to be employed to send
data to openPDC in Brunel University.
 PDC needs to deal with huge amount of data
and the required data storage capacity should be
considered.
 Efficient platform to interact with huge amount of
high-resolution data. Hadoop is the proposed
computing and storage framework.
 Advanced applications that can analyze data
need to be developed and implemented.

Time

6. Hadoop Framework
Voltage (V)

 Hadoop is a scalable fault-tolerant distributed
system provided by the Apache Foundation as
an open source project.
 It has two parts: Hadoop Distributed File System
(HDFS) and MapReduce programming model.
Time

 OpenPDC was developed and made available to
public by the Tennessee Valley Authority (TVA),
in October 2009.
 PMUs measure and send 50 samples of
parameters per second. The number of
measured parameters in PMU output determines
the size of data packet.

 HDFS creates user-definable replication of the
data and stores them in blocks on the various
DataNodes.
NameNode

 OpenPDC architecturally consists of three
layers: the Input, Action and Output Layers.
 Each layer performs a specific set of functions.
DataNode 1

B1

B2

…

DataNode 2

B2

B3

…

DataNode 3

B1

B3

…

 MapReduce is a programming
designed for parallel processing

DataNode 4

B1

B2

…

framework

 Hadoop transfers the processing to the data
instead of the conventional procedure of
transferring the data to the processing.

PERFORMANCE EVALUATION OF PROTECTION FUNCTIONS FOR IEC 61850-9-2 PROCESS BUS
USING REAL-TIME HARDWARE-IN-THE-LOOP SIMULATION APPROACH
Muhammad Shoaib Almas and Dr. Luigi Vanfretti
School of Electrical Engineering, The Royal Institute of Technology (KTH)

INTRODUCTION / MOTIVATION

INTRODUCTION

Motivation

TEST CASE MODEL AND PROTECTION RELAY
CONFIGURATION FOR PROCESS BUS
IMPLEMENTATION

Single Line Diagram of Test Case
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ISecondary
Bus 3

CT-2
Transformer
11kV / 40 kV
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Three Phase
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Full Load
Current

Sampled Values /
Hard Wired

ABB RED-670
Differential Protection Relay

Bus 2

Relay
Settings

Three phase voltage source, 50Hz, 11 kV
Transmission Line (π-section), 2 km
Step up transformer (11kV / 40 kV), 50 MVA
Three phase fault block to introduce three phase to
ground fault on the primary side of the transformer.
Circuit breaker to disconnect load with trip signals
from the differential protection relay
Three phase series RLC load of 20 MW
Simulation time step = 50 µ sec.





Protection Relay Settings

Test System Analysis

Protection
Zone

Sampled Values /
Hard Wired

A complete fault analysis of the test case
model was done in MATLAB / Simulink
and the settings of the RED-670 for
differential protection were calculated

ABB’s RED-670 is configured for a two winding
transformer differential protection by using its
application configuration tool PCM600

Test Case Modeled in SimPowerSystems
MATLAB / SIMULINK
OP5142EX1 Ctrl
Board index: 0
Mode:Master

Error
IDs

V1

Mag
abc
Phase

V2

Mag
abc
Phase

V3

Mag
abc
Phase

OpCtrl OP5142EX2

Dedicated block by Opal-RT which assigns
a particular FPGA whose Analog and/or Digital I/Os
will be accessed

 Eliminating Copper Wires between Primary
Equipment (Current Transformers / Voltage
Transformers and Protection Relays)
 Engineering and commissioning of substation
becomes easier as much of the substation
communication is dependant upon the ethernet
network.
 With digitilized information system, automated
testing of devices is possible.
 The process bus features help to do more projects,
faster, with less resources and thus reduces life
cycle costs.
 Process Bus defines a data rate of 80 Samples /
cycle between CT/VT and IEDs for protection
functions.

 Process Bus Implementation using Real-Time
Simulator and Intelligent Electronic Devices
(IEDs).
 Coupling Opal-RT’s Real-Time Simulator with
ABB’s Differential Protection Relay (RED-670)
for performance evaluation of Process Bus.
 Simulating power system model using Real-Time
Simulator (Opal-RT) and accessing performance
of differential protection for a two winding
transformer using Hardware-in-the-Loop (HIL)
Approach.
 Analyzing the performance of differential
protection of ABB RED-670 in real-time for
conventional, hybrid and complete process bus
implementation.

 IEC 61850-9-2 Process Bus defines the data transfer between
primary equipment and IEDs through a Ethernet network.
 This eliminates the need of costly copper wires and facilitates
interoperability between equipment from different vendors in a
substation.
 Real-time simulators (RTS) are currently being used to simulate
large power systems and to analyze their behavior in both steady
state and faulted states.
 RTSs are equipped with Analog and Digital I/Os and can be
interfaced with real devices. Such kind of approach is called
Real-Time Hardware-in-the-Loop simulation approach (RT
HIL)
 RT HIL approach is currently being used for performance testing
or protection relays, verifying system integrity protection
schemes (SIPS), analyzing Remidial Action Schemes (RAS) etc.

 IEC 61850 Subststaion Automation Architecture
Standard is the key enabler for future Smart
Grids.
 This defines standards for complete substation
modeling, data transfer between equipment,
communication
requirements
for
high
interoperability and complete end to end testing
of the devices present in the substation.
 Provides ethernet based communication to enable
integration
of
all
protection,
control,
measurement and monitoring functions within a
substation.
 Resulting in a uniform, future-proof basis for
protection, communication and control of
substation.

Advantages

Poster Presents

Real-Time Hardware-in-the-Loop Validation
Of Process Bus
abcMag
Phase

I1
Voltages 1_3_Positive
1

I2

Mag
abc
Phase

I3

abcMag
Phase

Currents 1_3_Positive
3

Test Model Developed
in MATLAB/Simulink for
evaluating Process Bus
Functionality

Currents_3 Phases
Voltage_3 Phases

-K-

4

2
Gain

Vals

END-TO-END TESTING OF PROTECTION
FUNCTIONS BASED ON PROCESS BUS
IMPLEMENTATION AND RT-HIL APPROACH

Slot 3 Module A Subsection 1

RealTime simulations are
accessed from the
console generated by
OPAL-RT Lab software
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Sampled value port
of RED-670

COMPARISON OF THE RESULTS FROM
THREE DIFFERENT SCENARIOS

Breaker Opening Time

Fault Time

Ethernet
Switch

The current from the analog
outputs of the simulator
amplified by using Megger
SMRT-1 Amplifier and fed
into the CT inputs of the relay

opens the breaker in the model being
simulated in real-time

CONTACT INFORMATION

5

Real-Time Digital simulation is converted
to Analog / Digital Signals through I/O s

I3

I2

1

2

IEC 61850-9-2

0

The current values for both the primary and secondary side of the transformer are fed to RED-670
using sampled values.
In this case two merging units were simulated in the model and the primary and secondary
currents of transformers (i.e. currents at Bus 2 and Bus 3) were fed to these merging units.
The two blocks named as ABB_MU_1 and ABB_MU_2 represent the merging units.
The blocks in grey colour are the dedicated blocks from the library RT-Lab supplied by Vendor
Opal-RT to assign the simulator target and to access its analog and digital I/O’s.
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Asset health monitoring by
means of sensor networks
1 N.

Kocare, 2 Đ. Juričić, 2 P. Boškoski, 2 M. Ivanovič, 2 J. Petrovčič, 2 B. Musizza
1 Jožef Stefan International Postgraduate School, Jamova 39, Ljubljana, Slovenia
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Abstract:
There is a growing need for ubiquitous condition monitoring of a wide class of asset under low investment cost. We present a new system for
online condition monitoring, which allows for simple implementation, low cost and portability to different industrial and infrastructural asset. Central
to the concept is a smart node (SN), which can collect and store data from local sensors, perform feature extraction by means of various signal
processing methods and send results to the remote server by various communication protocols. Final condition assessment and prognosis is done
by means of sensor fusion on the remote server. All the acquired data and diagnostic results are organized in a MIMOSA database. Based on that,
various reports are being generated for the operators and maintenance personnel. The key innovative aspect of the proposed environment concerns
design and implementation of the application software, which is aimed to significantly reduce time and costs of the diagnostic system design cycle.
The prototype is being currently under test and the preliminary results are highly promising.

The concept
• Different types of sensors mounted on items of equipment
and connected to SN (accelerometers, encoders, oil analyzers,
acoustic emission, electrical quantities etc.);
• Data acquisition is followed by feature extraction done
locally and results are sent to the server;
• All the data are stored in a MIMOSA data base;
• Design of diagnostic and prognostic modules is done in
Matlab and then converted to C;
• A reporting system is alerting operators and maintenance
staff on current condition and remaining useful life.

Diagnostic and
prognostic procedure

Application: a machining mill
vrednost značilke

Operation:

predikcija [h]

čas [h]

čas napovedi [h]

• MEMS accelerometer mounted on
the output bearing of the gearbox;
• Data acquisition by the SN every 5
min, measurement session 5 sec
long, sampling rate 10kHz;
• Features: gear mesh frequencies,
components of the envelope
spectrum etc.;
• From feature trend the remaining
useful life is estimated.

Conclusions:
• A concept of (wireless) sensor network with smart nodes;
• Advanced algorithms for diagnosis and prognosis are applied;
• Data fusion from different sensors (vibrations, rotational speed, oil parameters,
current, voltage, noise, temperature, etc);
• Integration with MES and ERP systems;
• Compliant with MIMOSA OSA-CBM standard;
• Simple implementation.

On Implementing a Spectral Clustering Controlled
Islanding Algorithm in Real Power Systems
P. Demetriou†, J. Quirós-Tortós‡ , E. Kyriakides†, and V. Terzija‡
†KIOS Research Center, Department of ECE, University of Cyprus
‡ School of EEE, The University of Manchester

INTRODUCTION

ROBUST SCCI (RSCCI)

Intentional Controlled Islanding (ICI)

Original Power Network

 An efficient corrective measure for limiting the consequences of large disturbances
which might eventually lead to a partial or complete blackout

Construct static graph using
power flow data

Motivation

Coherent generator
groups

 Why not separate a power network in a controlled manner rather than letting it to
collapse by itself ?
 When the loss of the power system integrity is inevitable, ICI can limit the occurrence
and cost of blackouts by splitting the entire power system into smaller subsystems,
also known as islands

 The RSCCI method applies constraints to
unavailable transmission lines
 When a transmission line is unavailable to
trip, the weight factor associated with the
edge is changed as describe below:

Constrain solution subspace by
modifying graph weights and subspace
manipulation

Transmission line
availability

Spectral Analysis

Cluster the graph nodes
(using k-medoids)

Contributions

(1)

Islanding Solution

SIMULATION RESULTS
Simplified Cypriot Network
 Two coherent groups: {1,15,48} and {25,27}
 The cutset obtained does not satisfy the
coherency constraint (transient instability
within islands, isolated loads without
generator)
 When applying spectral analysis to solve the
generalized eigenvalue problem, it is
possible for graph nodes with very small
weights and/or small degrees to produce
Figure 1. Cypriot Network split into two islands: Incorrect solution
eigenvectors that are outliers
determined by existing SCCI algorithm
Incorrect Cutset
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 RSCCI solves the problem of outliers and
detects the new solution
 The obtained solution excludes the lines
42-43 and 22-24 which would have been
included in the optimal solution instead of
lines 37-40 and 24-28, respectively
 The lines {13-43, 42-43, and 22-24} cannot
be included in the splitting strategy. The
weight factor associated with these edges is
Figure 2. Cypriot Network split into two islands: Correct solution
using the RSCCI method
changed applying (1)
47

44

Spectral Analysis

3

1

44

Constrain solution subspace
(subspace manipulation)

22

38

Construct static graph using
power flow data

 Tested and validated using three different
IEEE test systems
 The results were promising and demonstrated
the effectiveness of the SCCI method in
networks with up to 118 buses
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EXISTING SCCI ALGORITHM

: a chosen distance measure between a data-point
and the
cluster center (centroids) (mean value of the data-points
in the cluster)

 k-medoids chooses the most centrally located data-point in a cluster (medoids) as
the cluster center
 k-medoids is more robust to noise and outliers compared to k-means because it
minimizes a sum of dissimilarities instead of a sum of squared distances between
data-points

44

|Pij|: absolute value of the active power exchange
between node i and j
EC: edge subset containing all the branches that
cannot be disconnected

where

40

 ICI problem is usually modeled as a combinatorial optimization problem with
constraints:
Objective function = minimal power disruption within islands
or
minimal power imbalance within islands
Main constraints = coherent generator groups

 The traditional k-means attempts to minimize a squared error function described as
follow:

34

ICI MODELING

II. Outlier Detection Algorithm

38

 The formation of properly designed islands will ensure:
 a secure supply of the demand by stabilized local generators through the island’s
sub-network
 no violations of transmission constraints
 an easier island resynchronization, towards a quick system restoration

Coherent generator
groups

I. Static Constraints
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CONCLUSIONS
L. Ding, F.M. Gonzalez-Longatt, P. Wall and V. Terzija, "Two-step spectral clustering controlled islanding
algorithm," IEEE Transactions on Power Systems, vol. 28, no. 1, pp. 75-84, Feb. 2013

 Nevertheless, the method was later tested in various real networks, including small
systems and very large-scale networks. The results achieved, highlighted practical
issues previously not considered that require to be addressed when using the existing
SCCI method:
× Sensitive to outliers
× Computationally expensive for large scale (over 500 nodes) power systems
× Consider only dynamic (coherent groups of generators) constraints and not static
(unavailable transmission lines) constraints. Thus, transformers and lines without
synchro-check relays might eventually be included in the islanding solution

 The existing SCCI method is sensitive to outliers and does not constrain certain
branches to be excluded from the splitting strategy
 To improve the existing SCCI, a new Robust SCCI (RSCCI) method was developed
 The existing SCCI and the RSCCI are suitable for real-time applications, when the
number of nodes is smaller than 300 nodes
 However, as the RSCCI solves the problem of outliers and excludes certain
branches from the splitting strategy, the RSCCI is better than the existing SCCI
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Petros Aristidou, Frédéric Plumier, Christophe Geuzaine and Thierry Van Cutsem
Department of Electrical Engineering and Computer Science, University of Liège, Belgium

p.aristidou@ieee.org and f.plumier@ulg.ac.be

Introduction
Power system simulations are routinely used to check the response of electric power systems to large disturbances. Operation of non-expandable grids closer to their stability limits and unplanned
generation patterns stemming from renewable energy sources require dynamic studies. Furthermore, under the pressure of electricity markets and with the support of active demand response, it
is likely that system security will be more and more guaranteed by emergency controls responding to the disturbance.
Dynamic simulations find application in:

Power System Simulations
Static
(computation of new
system equilibrium)

Dynamic
(computation of system
evolution through time)

+ Fast
- Neglects the dynamic
evolution and the effect
of acting protections
between the pre and
post disturbance point

- Time consuming
+ Considers the dynamic
evolution and the effect
of acting protections
between the pre and
post disturbance point

• Dynamic Security Assessment: an evaluation of the abil-

Parallel
Computing

ity of a certain power system to withstand a predefined set of
contingencies and to survive the transition to an acceptable
steady-state condition.
• Hardware-in-the-loop: the addition of a real component
(electronic control unit, real engine, etc.) in the simulation
• Operator training: training control center operators through
the simulation of possible contingency scenarios
• Simulation assisted design for planning, control and security
• and more.

Algorithmic
Improvements

Fast power system dynamic simulations

Physical energy flows 2008 *

Theoretic Background
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DDMs yield acceleration of the simulation procedure in two ways:
• Numerically: exploiting the localized nature of power systems to avoid many unnecessary
computations (factorizations, evaluations, solutions)
• Computationally: exploiting the parallelization opportunities inherent to DDMs.

Large Interconnected Power System Example
Test-case based on a large-size power system representative of the Western European main
transmission grid (UCTE area):
• 15226 buses and 21765 branches,
• 3483 synchronous machines represented in detail together with their excitation systems, voltage regulators, power system stabilizers, speed governors and turbines,
• 7211 other models (equivalents of distribution systems, induction motors, impedance and
dynamically modeled loads, etc.).
• 146239 DAE states in total
Second IntelliCIS Training School, 4-8 March 2013, Aachen, Germany
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The disturbance simulated on this system consists of a short circuit near a bus lasting 5 cycles
(100 ms at 50 Hz), that is cleared by opening a double-circuit line. The system is simulated over
a period of 240 s with a time-step of 1 cycle (20 ms) using a Schur-complement based DDM.

Extension to Hybrid Simulations
More detailed dynamic simulations demand the representation of power system components
by their ElectroMagnetic Transient (EMT) models. Although more accurate, EMT simulations
are extremely time consuming. To accelerate the simulation, a multi-rate technique (using a
Schwartz based DDM) is used to combine fundamental-frequency simulation with EMT simulation. The objective of this hybrid approach is to obtain more accurate simulations than with
the fundamental-frequency approximation, while saving computing time by applying the detailed model to a subsystem only (see Fig. 1). It also allows to remove some limitations of
fundamental-frequency simulations, such as the difficulty of simulating unbalanced faults. The
test system is the 74-bus, 102-branch, 20-machine Nordic32 model. The Figures show the response of the system to a disturbance when modeled in EMT (EMTP-RV) and hybrid (FF-EMT).
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DDMs allow the solution of each injector/super-injector of the decomposed system in Fig. 1 separately and concurrently. Several schemes differ mainly by the method of exchanging interface
variables, that is the variables shared between the TN and the injectors/super-injectors.
Basic classification of DDM based on the interface exchange scheme:
1. Schwartz: interface variables are updated after computing a converged solution of each
decomposed sub-system
2. Schur-complement: a global reduced system is used to compute the interface variables
before performing a Newton iteration on each decomposed sub-system
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vector of TN voltages.
At the same time, under the fundamental-frequency approximation, the TN can be described
by the linear algebraic equations:
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The power system can be considered as
M
Injectors a collection of components interfacing with
M
each other through the Transmission Network
(TN)
as
shown
in
the
Figure.
All
the
compoM
Transmission Network
nents connected to the TN that either produce
VT
or consume power in normal operating conditions (such as power plants, induction motors,
M
other loads, etc.) are called injectors. Bigger
VDt
components that include many components,
Interface
like distribution networks, can be considered
M EMT Network
as super-injectors. This leads to a natural
Distribution Network
decomposition of the power system allowing
us to apply Domain Decomposition Methods
(DDMs) to increase simulation performance.
Figure 1: Decomposed Power System
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In dynamic simulations, power system components are modeled by sets of nonlinear stiff hybrid Differential-Algebraic Equations (DAEs) based on their physical properties and control
schemes. A large interconnected power system may involve hundreds of thousands of such
equations spanning very different time scales and undergoing many discrete transitions.
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Conclusions
In the future, the rising need for simulating larger power system models, including active distribution networks, will further increase the computational burden of dynamic simulations. Applying DDMs can improve the dynamic simulation performance and accuracy and allow the safe
and economic operation of power systems closer to their stability limits.
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Equation-Free System-Level Modeling of Resonant Converters
Renato M. Nakagomi

Aleksandar M. Stanković

Department of Electrical and Computer Engineering - Tufts University

Objectives

Equation-Free framework flowchart

The equation-free method can be used to obtain important information regarding the behavior of system-level dynamics,
such as steady state or transient quantities, by using only detailed component-level models.
The main idea of the equation-free computing is to provide to the researcher and scientist a mathematical framework
to simulate physical systems that cannot be, or are not yet described by macroscopic equations [1, 2, 3, 4]. When no
explicit system-level formulas are available, the goal is to evaluate the system-level behavior from a component-level
simulator.

General Equation-Free flowchart:
Initial input

SRC Simulation
Output

Equation-Free
Equation-free states that rather than aiming for a complete model (that may, most of the time, leave us with enormous
amounts of unneeded data and computational effort), we might be able to construct an approximate system-level model
that may still answer some key questions regarding system behavior by acting directly on a hierarchical multi-scale
model [5].
Such a method will address two major problems:
• The possibility to model energy processing components, whose models are, unfortunately, only available in rigid,
inflexible formats as proprietary and legacy computer code.
• Taking advantage of the fact that there are many good models for the component level, while in many cases the
system level is the one of interest, for which a physical model would be difficult or practically impossible to obtain.
The component-level simulator is easier to model and to configure, allowing a quick interaction between the initial set
up and the simulation results.
In order to represent waveforms we shall use dynamic phasors, relying on the fact that a waveform can be represented
(to a desired accuracy) in a specific time interval using its Fourier expansion [6]:
x(τ ) =

X
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General Modified GMRES flowchart:
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Minimize function Hk xk = Iβ

Zero-pole plot

Eigenvalues for averaged-model calculated around the
steady-state solution:
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The steady-state results for this model can be seen at the Table below.
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Modified GMRES algorithm for decomposed state-space system
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Results ikL and vC

Eigenvalues for the series DC/DC resonant converter
1
time-domain model w/
time-domain model w/
time-domain model w/
time-domain model w/
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error <
tol.
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Update x0
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The eigenvalues for the time-domain model were calculated by using the approximation function:

0

Ψ(x + ǫ.v) − Ψ(x)
.
∆x =
ǫ

ǫ = 0.1%
0.762 - j0.406
0.762 + j0.406
0
0

ǫ = 0.01%
0.802 - j0.380
0.802 + j0.380
0
0

End

-0.2

Because the steady-state solution quantities present different orders of magnitude, the ǫ value was adjusted to fit
the order of perturbation in the signal.
ǫ = 1.0%
0.727 - j0.383
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0
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Conclusions
The method was successful to calculate with precision the steady state conditions for the average model of the Series
DC/DC Resonant Converter.
The averaged system usually presents none or low level oscillations and none or few resonances, i.e. it is a stable and
damped system. In addition, the averaged models don’t represent the real data. Moreover, the goal of the equationfree method is to work independently from equations and models. Because of that, the time-domain simulations are
important since they can emulate real devices or systems.
The development of the time-domain model for the Series DC/DC Resonant Converter was a real test to the equationfree method. The technique consisted in hiding the equations from the equation-free method and providing only the
results from the simulation bursts.
The results show that the precision of the method depends on the number of the periods simulated in the bursts and
also in the method for calculating the dynamic phasors.
The eigenvalues analysis shows that the equation-free method is a promising mathematical framework to find steadystate solutions of systems which models are not explicitly available.
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Road Damage Estimation Based on Image Processing and Pattern Recognition
PROBLEM DESCRIPTION

SYSTEM DESCRIPTION

Maintaining roads requires detecting road damages (position and size at least) and repairing
those damages. Detecting is usually done manually. Damage estimation is also usually done
manually. Problem is that this requires time and is imprecise. Also this do not support planning
too much.

System is presented on the figure below. Road surveillance vehicle is equipped with
acquisition camera, GPS device and computer. Computer accepts image sequence from the
camera and GPS coordinates for each frame. Recorded image sequence is transformed in
continual image of the road and then analyzed to detect anomalies. Detected anomalies are
classified and damage repair is estimated. All that is used to create report.

MAIN IDEA
Main idea of this small project is to use simple equipment:
 camera for video acquisition,
 GPS from mobile phone (or similar device) for positioning video frames,
 computer for storing image sequence, positions of images, detecting anomalies, anomalies
classification, estimating damage repair area, and reporting.
On recorded image sequence is applied image processing and pattern recognition to detect
anomalies on road (surface cracks, holes, etc.), classify them and estimate damage repair
measures.
This enables total road damage estimation and planning quantities of materials needed to
repair these damages. It also enables relatively precise positioning of damages which enables
planning of repair phases.
GPS device
Acquisition
computer

Acquisition camera

For anomalies detection and anomalies classification few methods will be tried including using
of fuzzy logic, neural networks and coevolutionary algorithm.
Acquired data during system creation will be used for training of subsystems for anomalies
detection and anomalies classification (learning from data).
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demand response programs in
low-voltage distribution
networks.
• Used in the Linear project, a
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intelligent electricity networks
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• Multi-layered object oriented Matlab framework
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STABILITY ANALYSIS OF DROOP CONTROLLED VSC BASED MICROGRID
Somesh Bhattacharya (somesh.onelife@gmail.com)
Sukumar Mishra (sukumar.ee@iitd.ac.in)

Motivation
 In Smarter grids where distributed generators have a key role to play, their stability
analysis becomes an aspect of prime importance.
 Inverter based Microgrid are generally inertia-less hence how their controls perform to
emulate Governor and Exciter Characteristics are analyzed.
 Transient and small signal analysis is performed thereby distinguishable control
aspects are observed.

In case of conventional power systems, the
network dynamics are generally neglected
due to very low time constants of the lines.
But in case of Microgrid which is mainly
distribution lines dominant, the network
dynamics also come into play and it has to
be included in the study for the reason of the
switching action of the Voltage source
converter.

The block diagram of small signal flow of a
Microgrid model can be
as
shown above. It can be seen that all the
components
in
the
Microgrid
are
represented in terms of
differential
equations and the controllers equations
are
written
in
terms
of
algebraic
equations.

The block diagram of a single inverter with
control flows

When inverters operate with different droops, the rotating references of both inverters will be at
different frequencies. Hence for stability analyses, the inverter output current and voltages are
to be brought down to a common reference frame. The transformation matrix can be given as

Transient and small signalStability
Analysis leading to instability
Three phase fault was applied at the interconnecting line and it was observed that
after the re-closure, it is the tuning parameters of the controller and the droop
coefficient which decide the stability of the system. The same us shown with the
help of Eigen value analysis.

The sharing can be done through droop gains mp and nq which will
change the frequency and the reference voltage as the load changes.
The block diagram for the same is shown in the figure above.
Transient and Small signal analysis during load change
Simulation is performed for 400 seconds for the two generator system and
load is increased by 100% at 100th second and brought back to its original
value at 250th second. It can be seen in the following Fig. that if the
controllers are tuned properly, the system remains stable.

Application of Model Predictive Control on Power Systems Load Frequency Control
Stelios Vrachimis and Prof Marios Polycarpou
 Assumptions:
• Non-reheat steam turbine
• Coherent response of all
generators
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is improved. The controller compensates for the
disturbance before its effect is visible on the output
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and it is constrained by the maximum power the tie line
can transmit (ΔPtie,max) and the maximum and
minimum frequency deviations allowed (Δf,max)
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Controller parameters:
Sampling time: 0.1 sec
Prediction Horizon: 11
Control Horizon: 2

 Constraints:
• Control Input (ΔPc) is constrained by the maximum and
minimum power output capability of the control area.
Rate of change is constraint by GRC.
• Output is the area control error (ACE) given by
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A conventional Proportional-Integral (PI)
controller was designed
Performance of PI is used to evaluate the
performance of Model Predictive Controller

0

2-area and 3-area power system were
used for simulations
 Included nonlinearities:
• Generation Rate Constraint (GRC)
• Governor Dead Band
Block diagram of a control area with complete
supplementary control (tie line power included)

PI control

Droop Characteristic

Gain

Operating point:

Traditionally load frequency controllers used in the industry are proportionalintegral (PI) type. Due to the many drawbacks of this type of controllers, a
different approach for load frequency control is investigated using model
predictive control (MPC).
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Power systems are composed of several subsystems or control areas (CA). CAs are
interconnected by tie lines. Because of the imbalance between generation and
load, a CA’s frequency deviates from its nominal value and power flow
interchanges between areas deviate from their contracted values. Load frequency
control (LFC) is the mechanism by which these deviations are compensated in
each area.
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Power system model for LFC

Ptie12 (MW)

Introduction

 Decentralized MPC exhibits much better performance than PI controllers.
 Centralized MPC exhibits better performance than Decentralized MPC. However
there are some practical difficulties in implementation.
 Feed-forward disturbance compensation improves the performance of the
decentralized controller, making it comparable to centralized MPC performance.
Estimating the performance makes this scenario more realistic, but also degrades
the performance.
 Future work can include:
o Improvements in simulation model:
• Include more nonlinearities, like signal transmission time delays
• Include different type of turbines and also renewable energy sources
• Include different generating companies in a CA
o Change objective function of controller in order
to optimize other parameters, like generator
operating cost
o Include predictions of load variations in order to
predict future plant behavior more accurately

Balanced Truncation Approach to Power System
Model Order Reduction
Sudipta Ghosh (sudiptarit@gmail.com) and Nilanjan Senroy (nsenroy@ee.iitd.ac.in)
Department of Electrical Engineering, Indian Institute of Technology Delhi, Hauz Khas, New Delhi 110016, India

Highlights
This work examines the application of BT-MOR in power system dynamic reduction.
Chief finding is that a power system may be reduced depends on its dynamic stability margins.
Well damped power systems can be reduced more efficiently, than stressed systems.
These findings are obtained using a test system representative of the northern grid of India (NRPG system).
Fig. The topology of study and external areas.
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Table II
ERROR VARIES WITH SYSTEM PARAMETER CHANGING
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Fig. Time domain simulation of generator
swing curves for coherent group no 2 & 3.by
BT method.
Group 4

0.1

1.1963

Original System

0.05

70 % less stressed

1.1930

0
-0.05
Generator Angle (rad)

Table III
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Dx-Dy : Damping of machines from machine number x to machine number y.
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Fig. The response of change of speed of 23rd machine (‘IPST’) due to step input at t=0.

Fig. Time domain simulation of generator swing curves for Coherent group no 2, 3, 4 & 5 by slow
coherency method.
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SmartOnline WDN: Online Security Management and
Reliability Toolkit for Water Distribution Networks
Thomas Bernard, Mathias Braun

Motivation

Objective

 Water Distribution Networks (WDNs) are critical

Development of an Online Security Toolkit for Water
Distribution Networks that is able to:

infrastructures that are exposed to deliberate or
accidental threats.

 In the immediate Future Water Suppliers will install
Smart Sensors for Water Quantity and Quality

 Until now, no monitoring system is capable of

 Detect deliberate or accidental Contaminations
 Identify the Source of a Contamination
 Improve Operation and Control of WDN

protecting a WDN in real time.
- Location of
contamination?
-Impact of
contamination?
-Which action?
Toxicity sensors
Hydraulic and quality sensors
Hydraulic stations (tanks, pumps, valves)
Contamination source

Innovation

Modules

 Grid of Smart Sensors: WDNs will provide a

 Alarm Generation: Detection of Changes in

continuous and huge Data Stream for Water
Quantity and Quality Parameters

 Real-time Monitoring: Continuous Data Streams
allow to monitor Water Parameters in real-time

 Online Simulation: Regularly updated Data for
the Boundary Conditions guarantees the
compliance of Model and Observation

Water Quality and Evaluation of the Event.

 Optimal Sensor placement: A Concept for the
optimal placement Water Sensors

 Transport Model: A detailed Experiment and
Simulation based Model for Transport Mechanisms

 Online Source Identification: Tracking of the
Event Origin by Measurement Data History

 Risk Analysis and Impact Assessment:
Evaluation of the Impact on environment, society
and economy
Dr. Thomas Bernard
Systems for Measurement,
Control and Diagnosis
Phone +49 721 6091-360
thomas.bernard@iosb.fraunhofer.de

the german
water center
funded by German
Ministry BMBF

Q UALITY OF S ERVICE (Q O S)
A SSESSMENT IN C OMPUTER
N ETWORKS
T OMASZ B UJLOW ( TBU @ ES . AAU . DK )
P ROBLEM
Monitoring of the network performance
requires the knowledge of which applications the traffic consists. Current methods
for traffic classification are found to not be
sufficient because of several drawbacks.
1. Classification by ports: fast, can be applied on most of the devices, but can be
used only for applications using fixed
port numbers; easy to be cheated
2. Deep Packet Inspection (DPI): examines payload and therefore requires a
lot of processing power; legal and privacy issues can arise when inspecting
the user data; encryption makes DPI in
many cases impossible
3. Standard statistical classification: results include false positives and false
negatives due to the classification
rules, which were created in other environment than the current network

C ONTRIBUTIONS
1. Creating a system allowing to classify
the traffic in the network core in an accurate way
2. Per-application traffic profiles are associated with the concrete network,
which allows to adapt the system to the
specific environment

S OLUTION
volunteers

capture information about all the
traffic by VBS

recruit

users in the production network

capture selected flows
from the users in the
core of the network

generate perapplication
traffic statistics

generate per-flow
traffic statistics

per-flow statistics
for estimating
QoS level

train C5.0 and generate decision rules for
assigning a flow to
particular application

per-flow statistics
for application
recognition

assess jitter, burstiness, download
and upload speed

decision trees

discover to which
applications each
flow belongs

per-flow application name

active measurements in
both directions

assess delay
and packet loss

3. No Deep Packet Inspection (DPI) is
performed, so the privacy of the users
is ensured

1. Volunteers are recruited from the users in the production network.

4. The header inspection to obtain the
statistics stored in the database is performed only on the data collected from
volunteers

3. The client captures all the traffic going through the network interface and combines it
with the information about the application name taken from the system sockets.

5. The data collecting system is shown
to be feasible and to not consume too
much resources

O PEN Q UESTIONS
1. How to find big enough group of volunteers?
2. How to distinguish different types of
traffic generated by the same application? That concerns for example Skype
traffic: voice conversation, video calls,
text chat, file transfers, and exchanges
of the distributed users directory are
mixed altogether.
3. How to process tunneled or encapsulated traffic, like for example PPTP,
SAMBA and NFS network file systems?
4. How to ensure volunteers’ privacy?

2. Volunteers have clients of our system installed on their computers.

4. The detailed data about the captured traffic are sent by each client to the server. For
each flow we obtain the following information: the start time, the number of packets, the
local and remote IP addresses, the local and remote ports, the transport layer protocol,
the name of the application, and the identifier of the client. We also collects information
about all the packets associated with each flow: the direction, the size, the TCP flags, and
the timestamp. Each HTTP-based flow can carry multiple different contents (as HTML
documents, web images, MP4 videos, etc), and therefore, records of such flows contain
also information about the types of contents transported by them.
5. The server computes statistical parameters, stores them in a database, and associates
them with the particular application or service.
6. Machine Learning Algorithms learn how to distinguish traffic originated by different
applications using the statistical data.
7. In the core of production network there is a system which captures interesting traffic and
computes for it all necessary statistical parameters.
8. Machine Learning Algorithms, trained on the data collected from the volunteers, are
able to provide the answer to which applications or services the traffic in the production
network belongs.
9. Some QoS parameters can be assessed passively. That concerns jitter, burstiness, download and upload speed.
10. Measurement of other QoS parameters (delay, packet loss) requires to be performed in
the active mode

POWER-HARDWARE-IN-THE-LOOP SIMULATION
FOR DISTRIBUTED GENERATION
Vasilis Kleftakis, Panos Kotsampopoulos, Alexandros Rigas, Nikos
Hatziargyriou
Department of Electrical and Computer Engineering
National Technical University of Athens
A first order filter is inserted in the feedback current [7].

Abstract
Power-Hardware-in-the-Loop (PHIL) simulation is an advanced tool that can support the higher
integration of Distributed Energy Resources (DER) to electricity grids. A description of the facility at
NTUA for PHIL simulations is provided and in addition interfacing issues are addressed. A PHIL
experiment is performed, where hardware photovoltaic (PV) panels and a PV inverter are
connected to a simulated rural distribution network. An irradiation sensor provides input to
simulated PVs in order to achieve realistic conditions. Steady-state and dynamic simulations (i.e.
solar irradiation drop) are performed, where the voltages of the different buses of the distribution
network are monitored [1].

The simulation becomes stable but the
feedback filter reduces the accuracy

Introduction
Power-Hardware-in-the-loop (PHIL) simulation allows the connection of an actual power
device or system (the Hardware under Test (HuT)) to a real-life system which is simulated
in a Real-Time Simulator (RTS), allowing testing under realistic conditions. The simulated
system can be changed easily and quickly without the need for hardware adaptations,
therefore various experiments can be performed repeatedly and conveniently.
The most essential part of a Hardware-in-the-Loop simulation is the Real-Time Simulator
which computes the simulation model and offers I/O capabilities. As the device under test works
in real-time, the simulated system response with which it will interact must be computed in
real-time. Therefore, the simulation time-step of the RTS must be small enough to reproduce
the behaviour of the simulated system under dynamic conditions.
As the RTS cannot provide or absorb power, a Power Interface is necessary to
allow the connection to the tested power device [2]. The Power Interface exchanges low level
signals with the simulated system and power with the tested device. It consists of a power
amplifier which receives a reference value of a variable from the simulation (e.g. voltage) and
applies it to the HuT, and a sensor which measures the reaction of the HuT (e.g. current) and
inputs it back into the RTS. This closed-loop operation makes possible the interaction of the
simulated system with the physical power device.

A PHIL facility for microgrids

Testing of a Photovoltaic Inverter in PHIL
Low Voltage rural network:
Software:
•MV/LV Transformer
•50 m lines
•6 consumers - 5 PV productions
Hardware:
•One hardware PV inverter
•A pyranometer that provides the
setpoint to the simulated PVs
Steady-state conditions
Irradiation=1200 W/m2
Ppv_RTDS=4 kW
PHuT=950 W

A PHIL simulation environment focusing on DER devices and microgrids is developed at NTUA.
A low voltage distribution grid is simulated in the Real-Time-Digital-Simulator (RTDS® [3]) and a
microgrid consisting of PVs, a small wind turbine (which has been completely constructed by
students of NTUA), batteries, corresponding inverters and loads is the Hardware under Test. An
overview of the PHIL laboratory set-up is presented [1].

The voltage of bus 2 is higher than the
voltage of bus 5 and the voltage of bus
3 is higher than the voltage of bus 6.

The active power by the HuT results in
a higher power transfer at the lower
feeder.
Dynamic conditions

A drop in the solar irradiation
reduces the active power
produced by the simulated and
hardware PV inverters. As a result
the voltages are reduced similarly.

Interfacing Issues

• In real life no ideal Power Interface is available.
• Generally, imperfections in the closed- loop
interaction can reduce the accuracy and the
stability of the PHIL simulation.
• Examples of imperfections:
1)Time-delay of the amplifier
2)The low pass filter of the amplifier
3)Time-delay of the RTS
2 approaches to cope with these issues:
• Interface Algorithms
• Interface Compensation

Voltage divider circuit: Unstable case [8]

Conclusions

Interface Algorithms [4]
It defines the way to realize the
interconnection of the Simulated System and
the HuT (i.e Specifies the topology) Various
Interface Algorithms:
1)Ideal Transformer Model (ITM):
2)Partial Circuit Duplication (PCD)
3)Damping Impedance Method (DIM)

The transition to active electricity networks requires powerful tools for simulation and
testing. Power-Hardware-in-the-Loop (PHIL) simulation, as a combination of simulation and
experimental testing provides an efficient environment for performing studies in order to
achieve higher penetration of DER.
The development of the PHIL set-up allows for testing a PV inverter in an environment that is
not possible by conventional testing. The extension of the PHIL facility to include other hardware
parts of the microgrid and the Multi-Agent System is in progress. Further work on testing
with PHIL advanced functionalities of DER, such as reactive power provision is in
progress. Accuracy estimation of the PHIL experiments will be addressed in next steps.

Interface Compensation
Introduction of function blocks to compensate
for the time-delay, noise etc.
Forward path:
•Extrapolation prediction to compensate
for time-delay [5]
•Phase advance calibration [6]
Feedback path:
•Low pass filter [7]
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A Software Development Toolkit for Fast Prototyping and
Testing of Real-Time Synchrophasor Applications
Vedran S. Perić
KTH Royal Institute of Technology, Stockholm, Sweden

INTRODUCTION / MOTIVATION

INTRODUCTION

OBJECTIVES

 Wide Area Measurement Systems (WAMS) are one of
the key elements for an intelligent operation of power
systems and enablers for Smart Grid
 Phasor Measurement Units (PMUs) are currently being
deployed in the power grid to communicate
synchronized real-time measurements to the
monitoring and control centers
 PMUs stream out synchronized phasor measurements
at high sampling rate typically 50 msgs/sec.
 Research is being carried out to exploit synchrophasor
in applications like power oscillation detection &
damping, voltage stability monitoring, power system
protection, etc.

Poster Presents

 Making convenient for researchers to perform full scale testing in
real-time environment by liberating them of time consuming
synchrophasor data handling
 Enabling the usage of high-level programing languages for
synchrophasor data such as Labview and MATLAB and providing
platform independency for research and development
 Graphical User Interface for effortless connection to arbitrary
number of PMUs and PDCs (Phasor Data Concentrators)
 Automatically unwrapping the synchrophasor data stream to extract
raw phasor/analog/digital measurements.
 Developing monitoring tools to provide real-time wide area
monitoring interface to power system operators
 Developing wide area power system control applications to provide
self-healing solution for future Smart Grids

 Software development toolkit for facilitating research, fast
prototyping and testing of real-time synchrophasor
applications.
 Simulating power system instabilities using Real-Time
Simulator (Opal-RT) and developing power system
monitoring and control applications by exploiting
synchrophasor measurements

Power
Generation

Generation
Or
Supply

Consumption
Or
Demand

Hundreds of Generators, thousands
of transmission lines, millions of
consumers. How to monitor the
network?

Transmission

Distribution

Consumers

Real-Time Platform at SmarTS Lab KTH

REAL TIME PLATFORM FOR DEVELOPING
SYNCHROPHASOR BASED APPLICATIONS

Power System Monitoring and Control
Environment in Real Power System

Solution

 Only proven and tested technology/applications are implemented in the
real-network. Not feasible to do experiments with the real power network
 Impossible to build a power system from scratch just for research
purposes.
 Requirement of a facility to perform
Hardware-In-the-Loop (HIL) testing
Rapid Control Prototyping (RCP) systems to design
Test and optimize control and protection systems used in power grids

Software Development Toolkit (SDK)
Graphical User Interface

Flowchart for DLL Data Access

LabView BASED SOFTWARE
DEVELOPMENT TOOLKIT

Major Components of
Software Development Toolkit (SDK)

 Data Collector:
reads the data from the
PDC/PMU and stores them in the buffers.
 Data Extractor: allows the user to access the
buffers and queues in the PRL. It reads the
data from the buffers and provides user with a
control over the data streams in the form
suitable for further processing (i.e. as a signal
data type in Labview).

Benchmark Testing: Comparison of
Results from Developed Software
With Commercial Software

 The Data Collector uses a Dynamic-link
library (DLL) developed in the C
programming language to connect to the
PDC stream via the C37.118 protocol
 reads the configuration data of the PDC
stream, such as channel names, scaling
and number of measured signals by type
(analog, phasors or digital signals)

Comparison of Results when a frequency
Disturbance is applied

 Required to set only the appropriate PRL
to PDC connection parameters such as
PDC ID, PDC host address and the port
number to connect to the PDC stream
 Exemption
from
complicated
data
handling

Synchrophasor Based Custom Application
Development Using SDK

END-TO-END TESTING AND SOFTWARE
VALIDATION OF DEVELOPED SDK

CONTACT INFORMATION

Results from SEL 5078-2 Synchrowave Central
Software (commercial software)

Results from Data Selector Tool with same PDC
Stream (Developed Software)

Frequency Disturbance translated by
commerical software (SEL 5078-2)

Frequency Disturbance translated
Software Development Toolkit

by

Developed mode meter application that uses spectral
estimation algorithms in order to identify peaks in the
spectrum and consequently frequency of the
dominant electromechanical modes

Reliability Analysis of Smart Grids: Including the Impact of ICT
Vijay Venu Vadlamudi
Norwegian University of Science and Technology, Norway
Summary: The project identifies some preliminary concerns in reliability predication/estimation in the Smart Grid (SG) environment,
and initiates a discussion on the potential challenges that can be anticipated in quantifying the reliability benefits.

1. Reliability Perspective in Smart Grids

2. Qualitative Optimization in Smart Grids

How can there be improvement in the adequacy status of a
power system without the sole traditional recourse of
Generation, Transmission and Distribution expansions?

Permeation of ICT + Strategic infrastructural expansion =>
Effective/smart utilization of scarce resources.
Challenge lies in developing appropriate reliability metrics to
gauge the reliability improvement.

Hypothesis:
• ICT will improve system fault/failure diagnosis and prognosis, thus
correlating to a ‘reliability’ function.

D

ER

3. Architectural Composition of Smart Grids: A Reliability Perspective

D

R

How Reliable is ICT in itself?
• Communication failures can also occur when the information integrity
is compromised. Thus, information integrity could be correlated to a
‘reliability’ function.
A

A

D

PE

EXISTING GRID

• Hardware and software fault tolerance in ICT is a measure of its
reliability.

Nomenclature:
DER: Distributed Energy Resources
DR: Demand Response
DA: Distribution Automation
APE: Advanced Power Electronics Devices

SG core ring corresponding to strategic adoption of
power system technology improvisations
SG inner core ring (which runs through all the SG core ring)
creating a feedback control system of ICT deployment.
i.e. ICT provides feedback to every technological constituent

Technologies enable ‘functions’.
They can eliminate failures or themselves be sources of failure.

ICT
(Leading to Distributed Computational Intelligence)

Instrumentation

OUTAGE MANAGEMENT &
CONDITION MONITORING

2 Components of reliability to be considered in SGs:
• Reliability of the technological constituent
• Functional Reliability

PMUs

(Monitoring outages, faults, power
quality)

Sensors

Communication
Infrastructure

Reliability Estimation: Post facto analysis of sample data from Usecases
through Hypothesis testing
Reliability Prediction: Predict the future performance of designated
configurations through new theoretical models

WAMS
DATA MANAGEMENT

Smart Metering
(AMI)

4. Proposed Framework for Reliability Studies in Smart Grids
Specific Failure Events of Interest in Adequacy
Assessment at HLs
SGDL

ICT Facilities at
Generation

ICT Facilities at
Transmission
Interoperability Layer

ICT Facilities at
Distribution
HLs based on
Information Flow

HLIII
HLII

HLs based on
Power Flow

HLI

Generation Facilities

Transmission Facilities

Distribution Facilities

SGHLI

Identify technologies that mitigate failure events at the HLs and
quantify how they contribute to lowering of F & D.
SGHLII

SGHLIII

5. Conclusions
* Reliability must be looked at as an objective and not a constraint.
* Functional interplay of various constituents of SG technologies must be captured for reliability assessment;
* Risk posed by interdependent infrastructures needs to be captured.
* Techno-economic studies for reliability-worth assessment in SGs are still far-fetched.

A Frequency Control Mechanism Through Intelligent Load Shedding
Yiannis Tofis– UNIVERSITY OF CYPRUS
Elias Kyriakides – UNIVERSITY OF CYPRUS

The implementation of the concept of Smart Grids will
enable distributed control decisions with ultimate task to
enhance the situational awareness and the stability of
the electricity grid.
Objectives:
• Automatic control of distribution level loads to maintain
a steady frequency.
• Distributed and selective load shedding.
Based on a Low-Order System Frequency Response
Model:

Continuous-time Parameter Estimation
The response model in the time domain can be written
in the following form:

 x1   0
1   x1   0
 = 2
   +   Pd (t )
 x 2  −ωn −2ζωn   x2  1

Rωn2
Rωn2TR
∆ω (t ) =
x1 +
x2
DR + K m
DR + K m

1
2Ηs + D
Parameters to be identified

K m (1 + FH TR s )
R (1 + TR s )

1
2Ηs + D

 Rωn2  (1 + TR s ) Pstep
∆ω = 

2
2
 DR + K m  s ( s + 2ζωn s + ωn )

K m (1 + FH TR s )
R (1 + TR s )

PLS = PStep u (t ) : Load to be shed
PLS > 0 For sudden increase in generation
PLS < 0 For a sudden increase in load
PStep : the disturbance magnitude in per unit
based on the system voltamper base
u (t ) : unit step function
Pm : Turbine mechanical power
Pa = Pm - Pe : Accelerating power,per unit
∆ω : Incremental speed, per unit
FH : Fraction of total power generated by the HP turbine
TR :

Reheat time constant, seconds

The control law can be selected as:

ax1 + bx 2 − k ∆ ω
− Pd ( t )
c
Rω n4 TR
Rω n2
where a =
, b=
( 2ζω n TR − 1)
DR + K m
DR + K m
∆ ω = − k ∆ ω ⇒ u =

H : Inertia constant, seconds
D : Damping Factor

and c =

K m : Mechanical Power Gain Factor

ωn2 =

Rω n2 TR
DR + K m

Frequency response of the proposed and conventional load shedding
schemes to a load disturbance of 0.2 and 0.5 per unit

DR + K m
2 HRTR

60.5

 2 HR + ( DR + K m FH ) TR 
 ωn
2 ( DR + K m )
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ζ = 

59.5

Frequency in Hz

59

Advantages for the employment of this model:
• It filters out the synchronizing oscillations between
generators and provides a smooth curve of the
average frequency of the system.
• The simplest low order System Frequency Response
(SFR) model that includes the essential system
dynamics.
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Direct Sensor-to-Microcontroller Interfaces
Zivko Kokolanski
Faculty of Electrical Engineering and Information Technologies/Department of Electrical
Measurements and Materials, Skopje, Macedonia, e-mail: kokolanski@feit.ukim.edu.mk
INTRODUCTION
Direct sensor to microcontroller interface is an alternative
approach for conditioning of modulating resistive and capacitive
sensors without the use of a classical A/D converter. The
microcontroller uses the built in timer to measure the charging or
discharging time of RC circuit formed by the sensor and
reference resistor/capacitor (Fig.1). In this way, the
microcontroller and the sensor form a relaxation oscillator
causing the modulating sensor to act like a quasi-digital sensor.
Fig.1 Direct sensor-microcontroller interface

• The measurement contains two phases: charging
phase and discharging phase (Fig.2)
• In the first phase the pin Pi is set as output with
“high” logic state and the pin Po is set as input (high
impedance state)
• In the second phase the pin Po is set as output
with “low” logic state, the timer starts and the pin Pi
is set to high impedance state
• Single point callibration (Fig.3 and Fig.4) cancels
the contribution of C, Vtl and Vth.

Fig.2 Wave shape of the capacitor voltage

Fig.3 Single point calibration

Fig.4 Capacitor voltage using one point calibration

THE DYNAMIC ELEMENT MATCHING TECHNIQUE
The dynamic element matching technique (Fig.5) is used for
reduction of the uncertainty of the calibration resistance by using
several resistors of equal accuracy. The calibration resistances
are dynamically interchanged by the microcontroller in a way that
only one resistance is active at a given moment. The average
value is used for implementation of the one point calibration
technique. The measurement result is given by
n

1 tx
R x = ∑ (Rc i + Roi )
n i =1 tci
*

Fig.5 Dynamic element matching technique applied
on direct sensor to microcontroller interface
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EXPERIMENTAL RESULTS AND DISCUSSION
• The experiments are realized by using
microcontroller
PIC16F877
with
effective
instruction cycle speed of 2MHz and period of
0.5µs. The falling edge of the input signal was
registered with the RB0/INT Smith Trigger pin.
This pin initiates interrupt that stops the 16-bit
timer - Timer1.
• The dynamic element matching technique was
implemented by using five calibration resistors
with nominal values of 4.7kΩ±1% and referent
capacitor of 2.2µF±5%.
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Fig.6 Histogram of readings for the calibration resistance Rc1
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• The average of the readings cause deviations
from the measured values of the calibration
resistors due to the uncertainty of the
measurement procedure and the output
resistances of the microcontroller
• The standard deviation is nearly equal for all
measurements having in mind that all of them
are preformed in the same conditions

Table 1. Standard deviation of measurement results when
using different calibration resistors

τ[ms]

4704
4703,5

Rc1[Ω]

4708,2

10,75

4702,5
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10,72
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4703,1

10,74

Rc4[Ω]

4701,4

10,73

Rc5[Ω]
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10,72

Rc[Ω]

4701,42

C[µF]

2,284

Rx[Ω]
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Fig.7 Comparison of moving average and dynamic element matching technique

CONCLUSIONS
• When using a moving average the standard
deviation of the readings reduces for nearly 50%

• The DEM technique uses additional pins of the
microcontroller

• The deviations from the measured values of the
equivalent
resistance
cause
shifts
in
the
measurement
results
which
increase
the
measurement uncertainty

• DEM technique introduces additional static errors
from the input/output resistances and leakage
currents of the microcontroller pins

• When dynamic element matching technique is used,
the standard deviation is nearly equal compared to
the moving average
• Dynamic element matching technique (DEM)
reduced the uncertainty caused by the deviations of
the calibration resistors for a factor 1/n

• The DEM technique is reasonable to apply in a case
when the uncertainty of the calibration resistor is
comparable with the other uncertainty sources or if
the catalog values for the output port resistances are
used

